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•
(U) A Message From the Inspector General 

(U) The Office of the Director of National Intelligence (ODNI) Office of the Inspector 
General (010) made significant contributions to the missions of the ODNI and the Intelligence 
Community (IC) during the 1 January 2010 through 30 June 2010 reporting period. We 
conducted complex audits. inspections. investigationS. and reviews aimed at improving the 
efficiency and effectiveness of ODNI and IC programs. In addition. we led several initiatives 
that promoted integration and collaboration across the IC Inspector General (10) Community in 
furtherance of the objectives of the Intelligence Refonn and Terrorism Prevention Act of 2~. 
the Nationollnlelligence Strategy. and ODNI critical missions. . . .' 

~OUO) In response to the attempted Christmas Day bombing of Northwest, Flight 
253. we coordinated effortS by IC lOs to update the status of the terrorist watehlisting 
recommendations they had made in previous OIG reports. These IC 10 reports focused on 
recommendations for improving standards and policies for nominating individuals to the , 
consolidated terrorist watehlist. As ofJanuary 2010. 70 pen:ent'of these 10 recommendations 
were implemented by IC agencies.. During the latter part of this reporting period. IC 10'agencies . 
implemented new policies and initiatives governing terrorist watehlisting to address the issues 
presented by the Flight253 incident . 

(U/~UO) During this reporting period. we completed two significant audits. which are 
described in detail in the Completed Projects section of this report. The farst audit. Audit ofthi! 
InteT1UJ1 Controls over Office ofDirector ofNationallnlelligence Fund Balance with Treasury 
(FBWT), addressedintemal controls necessary to facilitate timely reconciliations of the ODNI's 
FBWT accounts on a regular and recurring basis. The second audit,lncreasmg the Value ofthe 
Inlelligence Community',s Federallnfof.mation Security Management Act (FISMA) Reports. 
identified ways to enhance the thoroughness. reliability, and comparability of IC agencies' 
FlSMA reponing. 

(U) From a community perspective, we continued to enhance collaboration in the IC 10 
community through the 16th Annual IC Inspectors General Conference and the Second Annual 
IC IG Awards Ceremony. The Annual Conference was held at the National Reconn"ssance 
Office (NRO) and was attended by over 280 IC 010 professionals. Conference panels and 
discussions addressed IC management challenges, congreSSional oversight perspectives, 
cybersecurity issues. practical tools for 010 projects, and procurement irregularities. 
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The 22 June 2010.C IG Awards Ceremony, hosted by Vice Admiral Robert B. Murrett, 
Director, National Geospatial-Intelligence Agency.(NGA), honored.the accomplishments of IC 
OIG projects and prof~ionals, including lifetime achievement awards for two IG professionals, 
each with over 30 years of OIG experience, . 

(U) We also continued to. support theONI and senior OONI officials in enhancing the 
mission of the OONI. OONI management worked diligently to implement pending OIG 
recommendations such that 96 percent of OIG recommendations made in reports issued since 
2007 are now either closed or resolved. Included among th~ recommendations implemented·in 
this reporting period are recommendations from our inspection of IC AcqUisition. Oversight, our 
review of the IC Civilian Joint Duty Program~ and our·audit of internal co~trols over the ODNI's 
Fund Balance with Treasury. 

(U) In June 2010, I appointed Edward Haugland as Assistant InSpC,ctor General for the
 
Inspections Division. Ed comes to the OIG with over 25 years experience in the ~C, in(:luding
 
service in the OONI, Centtal Intelligence Agency, NGA, Department of Energy Office of
 
Intelligence, and in the private sector. We are delighted to have Ed join our management team.
 

(U) We appreciate the continued support for our mission from OONI management and 
Congress. As the OONI welcomes new leadership, the OIG will continue to assist the OONI in. 
accelerating integration, promoting efficiency and effectiveness, and reducing fraud, waste, and 

.abuse. I continue to be impressed and inspired by the talent and dedication of OIG personnel 
across the IC. We are committed to performing our work with the highest standards of 
professionalism, objectivity. independence, and integrity. 

~~~ 
Inspector General
 
August 2010
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Semian1tu Report 1 January 2010- 30 June 2010 

I. (U) Overview . 

(U) The mission ofthe Office of the Inspector General (OIG) is to improve Intelligence 
Community (IC) performance by: 1) conducting oversight of the Office of the Director of 
National Intelligence (OONI) and IC programs and operations that fall within the authorities and 
responsibilities ofthe Director ofNational Intelligence (ONI); 2) exercising a unique cross­
agency focus; and 3) drawing upon the collaborative efforts ofIC Irispector General (IG) 
partners. The OIG conducts audits, investigations, inspections, and reviews ofOONI and IC 
performance to detect and deter waste, fraud, and abuse and to promote efficiency, effectiveness, 
and accountability. The OIG's completed and ongoing projects are described in sections III and 
IV, respectively, of this report. 

(U) The 010 makes recommendations to the ONI for improving the performance of 
OONI and IC programs and activities. Section VI of this report includes an update as of 
30 June 2010 on the status ofOONI management's implementation of recommendations made in 
010 reports completed since 2007. 

(U) OIG Organization 

(U) An organization chart delineating the OIO's front office and division structure is 
below. 

(U) Ftpre 1. OIG Orpaizll!JoD Chart 1010 

Investigations 
Division 
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(U) The DIG is comprised of the following divisions: 

(U) Figure 2. OIG DIvIsions 2010 

Audit Division 
Executes program, compliance, and financial audits and evaluations 'of OONI and IC 
programs, Information technology, procurement, acqUisitions, Internal controls, financial 
statements, and financial management. 

Inspections Division 
Conducts inspections, reViews, and evaluations to Improve IC-wide performance; examines 
Information access, collaboration, intelligence collection, analysis, and compliance with laws 
and regulations. . 

Investigations Division 
Inv~tigates allegations of violations of criminal laws and administrative regulations arising 
from the conduct of OONI and IC employees and contractors. 

Management Reviews Division 
Conducts management and programmatic reviews of the OONI, Its centers, and the IC; 
evaluates management and processes to assist the IC In developing and implementing 
processes and procedures to Improve both effectiveness and efficiency. 

Oversight and Policy Division 
Performs reviews of programs and activities to assess whether oversight and compliance are 
effective, monitors and analyzes trends and patterns concemlng Intelligence oversight 
activities across the IC, and prepares reports on Intelligence oversight Issues In coordination 
with the OONI OffIce of General Counsel (OGC) for the president's Intelligence Advisory 
Board's Intelligence Oversight Board (lOB). 

(U) OIG Penonnel and Resources 

(U~D) To accomplish our IC-wide oversight roles and responsibilities, the OIG bas 
developed a diverse, highly-experienced workforce from a variety ofprofessional backgrounds 
and IC elements. Our staff includes professionals with experience as auditors, investigators, 
attorneys, and inspectors within other DIGs across the IC. As a complement to these 
professionals, our staff also includes professionals with extensive IC ex~rience working in 
military and civilian intelligence o~tions as collectors, analysts, and project managers. 
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II. (U) Ie Inspectors General Activities 

(U) To achieve its oversight objectives, the OONI OIG facilitateS collaboration,
 
infonnation sharing, and strategic planning among the IC Inspectors General. This section
 
highlights some of the ways the OIG fulfilled this mission durii1g this reporting period.
 

(U) Ie Inspeeton General Forum 

(U) The OONI IG chairs the IC Inspectors General (IC IG) Forum, which meets quarterly 
to consult on topics ofcommon in~t, to facilitate the development ofcross-agency projects, 
and to promote the role of IC IGs across the IC. The OONI OIG serves as the Executive 
Secretariat for the IC IG Forum, performing such functions as hosting meetings, developing 
agendas, distributing pertinent documents, and maintaining meeting minutes. 

(U) During this reporting period, the IC IG Forum promoted collaboration and 
coordination among the IC IGs by exchanging ideas and work plans, sharing best practices, and 
identifying collaborative projects affecting two or more IC OIGs. To this end, IC IGs continued 

.to review acquisition oversight across the IC and planned to conduct in FY 2011 a concurrent 
inspection oflC continuity ofoperations (COOP) and intelligence readiness during national 
emergencies (discussed in detail in section IV). These reports will strengthen the collective role 
and effectiveness ofOIGs throughout the IC. In addition to these collaborative efforts, the IC IG 
Forum sponsored the Second Annual IC I~ Awards Ceremony (discussed ,in detail below). 

(U) As part ofthe IC IG Forum activities, the Deputy Inspector Generals' Working 
Group and Assistant Inspectors General (AIG) Working Groups for Audit, Inspections, and 
Investigations each met to exchange ideas on a wide variety oftopics. The Deputy Inspector 
Generals' Working Group also served as the IC IG Awards Review Board to select award 
recipients and make recommended revisions to the IC IG Awards Program. In addition, the. 
~uty Inspector Generals' Working Group developed a draft agenda and speakers for the IC IG 
16 Annual Conference Jield in May 2010. . . 

(U) The AIGs for Investigations Working Group collaborated on proposed legislation 
affecting investigations and exchanged best practices regarding proactive efforts to detect waste, 
fraud, and mismanagement. It also sl1ar'ed the names ofworlcing targets to ensure all agencies 
are aware ofany fraudulent schemes or efforts. The Working Group established a new Peer 
Review process, modeled after the current Council ofInspectors General on Integrity and 
Efficiency (CIGIE) peer review process. In June, a team designated by the Working Group 
implemented this new process when it conducted a Peer Review ofIC OIGs' Offices of 
Investigations. The Group also encouraged and participated in the IC IGJoint Duty Rotational 
Assignment Program, collaborated on several joint investigations, and facilitated joint training 
within the IC. 

3 
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(U~t fO) The Joint Audit Working Group (JAWG) sponsored presentations on fraud 
auditing ~d~ of forensics in auditing; coordinated current and future work plans; and met 
with and discussed audit support to key IC leaders, including officials from the Business 
Transformation Office, the Assistant Director ofNational IntelligenceJChiefFinanciai Officer 
(ADNVCFO), and the IC Chief InfOImation Officer (lC CIO). The JAWG also established a 
subgroup comprised ofmembers from 10 agencies to focus on how the bIG community can 
share resources, perform audits, and best assist their agencies in accomplishing cybersecurity­
related mandates. 

~ The OIG Audit Division serves as the IG representative co-chair on the 
CFOIIG Council. The Council is comprised of the Central bitelligence Agency (CIA), Defense 
Intelligence Agency (DIA), National Geospatial-Intelligence Agency (NGA), National 
Reconnaissance Office (NRO), National Security Agency (NSA), and ODNI CFO and IG 
representatives. The Council is responsible for: I) monitoring the IC implementation ofthe. 
Financial SttJtement Auditability Plan; 2) providing assistance to the components on the . 
resolution of IC-wide challenges; and 3) developing and executing an IC audit validation 
strategy. As the co-chair of the CFOIIG Council, the OIG led the quarterly council meeting that 
resulted in an IC IG position on OIGs' responsibilities for fInancial statement validation and 
audit work. . / 

~UO) The Audit Division also assumed the responsibility fonnerly performed by 
the IC C~O~rdinate, provide guidance, and consolidate the annual Federal Information . 
Security Management Act (FISMA) reports for 10 IC agencies or departmental components. 

(U) Second Annual IC Inspecton General Awards Ceremony 

(U) On 22 June 2010, Vice Admiral Robert B. Murrell, United States Navy, Director of 
NGA, hosted ~e Second Annual IC Inspectors General Awards Ceremony. The ceremony 
recognized personnel from OIGs throughout the IC who made extraordinary contributions in 
2009 to the mission and objectives of the OIGs and the National Intelligence Strategy. Honorees 
were presented awards in the following categories: 

• Leadership Award 
• Lifetime Achievement Award 
• Collaboration Award 
• Audit Award 
• Inspections Award 
• Investigations Award 

(U) Vice Admiral Robert B. Murrett was the keynote speaker for the awards ceremony. 
Admiral Murrett expressed his thanks to the IG community for ~sisting all IC personnel in . 
maintaining the highest standards ofmanagement, resource allocation, and accountability. 
Admiral Murrett highlighted the IC IG community leadership and collaboration, which enables 

4 



SECRE~RN	 . 

Semiannual Report 1 January 2010- 30 June 2010 

cross-agency projects and fulfillment ofIC-wide objectives. He stressed how vital OIG work is 
to maintaining the. public trust, increasing accountability, and improving mission perfonnance. 

(U) Lifetime Achievement Awards were presented to LeRoy E. Elfmann, who was 
recognized for more than 36 years ofservice to the OIA OIG, and Brian R. McAndrew, who 
provided over 35 years of service to the NSA OIG. The Leadership Award was presented to 
Robert A. Vignola for his outstanding service and leadership as a Deputy Inspector General and 
manager in the NRO OIG. 

(U) OONI Inspector Geneml Roslyn A. Mazer and other IC IGs presented the
 
Collaboration Award to individuals in four OIGs - C~ NSA, Department ofDefense (DoO),
 

. and OONI -	 who worked jointly to complete a comprehensive review of the President's 
Surveillance Program, as required by Title III of the Foreign Intelligence Surveillance Act . 
(FISA) Amendments Act of2008. The IC lOs also presented Audit Awards to the Financial 
Management Audit Team at the NRO and to the CIA Audit Team for its work on a Covert 
Action Program. The Inspections Award was presented to the NGA OIG's Office ofGlobal 
Navigation Inspection Team. The Investigations Award was presented to an NSA investigation 
team in recognition of its work on a case involving alleged improprieties at the NSAlCentmi 
Security Service Georgia. 

(U) The IC IG awards program is part of the National Intelligence Professional A~ards 

Program that the OONI established in 2007. 

(U) 16t11 Annual IC IDspeeton General Conference 

(U) The ODNI OIG hosted the 16lh Annual IC Inspectors General Conference on 18 May 
20I0 at the Jimmie O. Hill Conference Center at the NRO. Over 280 OIG personnel from across 

.the IC IG Community attended the conference. 

(U) The conference theme was Intelligence Reform F~ve Years Later. The objectives of 
the conference were to discuss how the IC IG community views the IC's progress in meeting the 
objectives established in the Intelligence Refonn and Terrorism Prevention Act of2004 (IRTPA). 
The conference afforded participants an opportunity to hear perspectives from distinguished IC 
leaders, other OIG experts, and congressional intelligence oversight committee staff. . . 
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(U) Intelligence Oversight Activities 

(U) This report marks the second year that Executive Order 13462 has governed OIG 
,intelligence oversight activities. The Executive Order elevated accountability for intelligence 
oversight reporting to the heads ofdepartments and agencies and incorporated a more timely 
method for reporting significant and highly sensitive intelligence oversight matters from IC 
components to the President's Intelligence Oversight Board (lOB). Under the Executive Order, 
the ONI bas responsibility to analyze IC component intelligence oversight reporting submitted to 
the lOB. This responsibility is carried out jointly by the OONI OIG and the OONI Office of the 
General Counsel (OGe). The Executive Order also requires the ONI to review IC agencies' 
intemal guidelines governing reporting to the lOB to assess their consistency with section 1.6(c) 
of Executive Order 12333, as amended. This review bas also beenjointly initiated by the OONI 
OIG and OONI OGC. 

(U) The OIG also participates as a member of the joint OONI and Oeparbnent ofJustice 
oversight team that conducts periodic reviews to assess IC compliance with procedures and 
guidelines issued pursuant to Section 702 of the Foreign Intelligence Surveillance Act (FISA), 
SO U.S.C. §1801 et seq., as amended by the FISA Amendments Act of 2008, SO U.S.C. §1881a. 
The results of these compliance reviews are summarized by the ONI and the Attorney General in 
joint semiannual reports submitted to the SSCI, HPSCI, Senate Judiciary Committee, House 
Judiciary Committee, and the Foreign Intelligence'Surveillance Court. 

flI. (U) Completed Projects 

(U) Inspections 

(U) Statal Update on the Implementation one OICs' WatebHstinl Reeommendations 

(U~O) In response to the attempted bombing ofNorthwest Airlines Flight 253 on 
25 December 2009, the OIG surveyed the IC 0108 that participated in the 2008IC-Wide 
Review of the Terrorist Watchlist Nomination Process to assess the implementation status of the 
recommendations from that review. The 2008 review, which was led by the OONI OIG and 
involved the CIA, Department ofHomeland Security, OIA, Department of Justice, Department 
ofEnergy, Department of State, and NSA OIGs, focused on whether: 

I.	 -Processes and standards for nominating individuals to the consolidated watchlist were 
consistent, articulated in policy or otherguidance, and understood by nominators; 
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2.	 Quality control processes were in place to ensure that nominations were accurate, 
undentandable, updated with new information, and included all individuals who 
should be placed on the watehlist based on infonnation available to the agencies; 

3.	 Responsibility for terrorist watchlist nomination was clear, effective, ind undentood; 

4.	 Nominaton received adequate training, guidance, or infonnation on the nominations 
process; 

5.	 Agencies maintained records oftheir nominations, including the source of the 
nomination and what infonnation was provided with the nomination; and 

6.	 Collection organizations appropriately participated in the nomination process. 

~UO) The ODNI OIG reviewed the implementation status ofthe recommendations . 
made in this report, as well as all other watehlisting-related recommendations made by these lOs 
previous to this report. As ofJanuary 20I0, agencies had closed approximately 70010 ofall OIG 
watehlisting recommendations. The Federal Bureau ofInvestigation (FBI) closed approx~tely 

halfof its open recommendations, and the remaining IC agencies implemented approximately 
85% of their respective recommendations. . 

(D) The table below (Figure 3) lists the status of IC OIG recommendations as ofJanuary 
2010. As a result of the joint IC IG reviews ofthe terrorist watehlisting nomination process, 
more agenoies now are directly participating in the nomination process. 

(U/IFOUO) FIgure 3: Statas one OIG Watehllstlq Remmmeadatlons (1007-1009) 

Watchlisting Recommendations from the Ie OlGa· 
(2007-2009) 

T.... 

2 

6 

2 

4 

9 

3 

u 

3 0 0 

2 0 1 

5 0 0 

2 0 0 

5 3 3 

a e 0 

2 2 1 

e 1 0 

3 0 0 

SII 14 • 
This Table is U/1F9UO 
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(U) Audits 

(V) Audit of IntenaJ Controls over The ODNI's Fund Ba1anee with Treasury (FBWT) 

~UO)The OONI OIG initiated an audit of internal controls over the OONI's 
FBWT in April 2009. The audit objective was to evaluate the adequacy and effectiveness of 
internal controls as they relate to the ODNI's FBWT. Specifically, the audit's purpc)se was to 
ensure that policies and procedures are in place to perfonn reconciliations of the FBWT account 
on a periodic and recurring basis. 

~ ----:-----:;;-_~;-- --:-;-----:-:~ ---lThe FBWT account plays a critical role 
in an agency's financial statement auditability. 

~~ We found that since the OONI's inception in April 2005, it had not complied 
with statutory requirements under the Federal.Managers' Financial Integrity Act (FMFIA) to 

. perfonn annual assessments and reported on its systems of internal accountin 
. administrative controls. In addition,I 

I 

. ~F) The OIG made five recommendations to imorove internal controls over the 
OONI's FBWT account These included recommendationsl 

JL---- ..----­ L 
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(U) Increaslnl the Value oftbe Ie Federallnformadon Security MaDalement (FISMA) 
Ad Reports 

~) The OONI OIG initiated this evaluation to examine issues identified during 
the OIG's FY 2009 FISMA evaluation of the OONI. During the FY 2009 FISMA review, we 

.noted FISMA-related issues that were beyond the scope of the OIG's FISMA evaluation and 
therefore not appropriate for inclusion in the FY 2009 FISMA report. These issues included the 
following: 1) the consequences ofdelayed receipt of the Office ofManagement and Budget's 
(OMB) annual FISMA reporting requirements, 2) the inability oflC agencies to use OMB's new 
unclassified database for annual FISMA reporting, and 3) the lack ofa standard defmition ofan 
"infonnation system." This evaluation examined those broader issues. 

('07JPeuo) The review identified the following issues that affect the ability ofthe OONI 
and other IC elements to provide timely, comprehensive, and meaningful FISMA reports: 

I.	 (U) The timing ofOMB's annual FISMA reporting instructions to IC agencies limits the 
agencies' ability to provide thorough and meaningful reports and consequently limits 
FISMA's value as a tool to ensure the effectiveness of security controls over IC 
infonnation. 

2.	 (U) IC agencies are unable to enter classified data into OMB's new unclassified FISMA 
database for annual reporting purposes, thus requiring the IC CIO to establish another 
method for agencies to use to report IC FISMA data for FY 2010 and future years. 

3.	 ~JO) The IC lacks a clear definition for an "information system," which creates 
~~~;t~ies in FISMA reporting among IC agencies and in tum diminishes the 
thoroughness, reliability, comparability, and value of these reports. 

~ Our report contained four recommendations to the IC CIO that, when fully 
implemented, will increase the value ofthe IC agencies' annual FISMA reports submitted to 
OMB and Congress and will improve accountability over information system security. The 
IC CIO concurred with all four recommendations and has taken steps during the course of the 
audit to address the findings. For example, the IC Information Assurance (lCIA) office within 
the IC CIO has been examining alternatives in light afOMB's changes in FISMA reporting 
policies and methodologies. Additionally, the ICIA office established the FISMA and Metrics 
working group to address FY 2010 reporting challenges, develop community recommendations 
for the IC CIO on FY 2010 FISMA annual reporting process, and address other FISMA-related 
challenges. The ICIA office stated that once OMB's FY 2010 FISMA instructions are finalized, 
they will advise OMB of the IC CIO's decision pertaining to instructions that will be used by the 
IC for the FY 2010 FISMA review. 

~On 10 March 2010, the OONI IG sent a letter to OMB on behalfofand with 
the support ofthe IC OIGs and the IC CIO to identify issues that diminish the ability of the 
IC OIGs to perfonn meaningful FISMA reviews. The letter outlined the two major challenges 
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for IC agencies in perfonning and reporting on their annual FISMA reviews: I) increasingly 
compressed timeframes for completion ofFISMA reviews due to OMB delays in issuing FISMA 
instructions, and 2) the unclassified nature ofOMB's new database for annual FISMA reporting 
requirements that precludes its use by the IC agencies. Although OMB has not yet responded to 
the letter fonnally, at the request ofthe OONI OIG, OMB officials agreed to pennit IC OIGs to 
initiate their FISMA reviews using draft FY 20I0 metrics. 

(U) Investigations 

~ During this reporting period, the OIG conducted 21 investigations on a 
variety ofallegations including misuse ofposition, improper use of government resources~ 

contract irregularities, time and attendance abuse, voucher fraud, and inappropriate conduct. 

(U) ABeged Time and.Attenduce Fraud by Former Contracton to ODNI 

(U) The OIG investigated allegations that employees ofa government contractor billed 
the government more than 5100,000 for work they did not perfonn. The OIG completed an 
investigation and analysis of estimated loss to the government, and the government contractor 
has made full restitution to the government. 

(U) Use of Subpoena Antbority 

(UI .0) During this reporting period, the OIG did not exercise subpoena authority 
under section 7(a)~) ofOONI Instruction 2005-10. 

IV. (U) Ongoing Projects and Activities 

(U) Inspections and Reviews 

(U) Evaluation of tbe President'. Daily Briefing (PDB): Sources, Resources, Processes, and 
Outcomes 

~The ONI relies on the POB to provide the President and his senior advisors 
with a baseline of intelligence to infonn their perspective on world events, potential threats, and . 
the capabilities and intentions ofour adversaries. The OIG is evaluating the sources, resources, 
and processes used to develop the POB and is assessing the incentives and disincentives for 
agency participation in producing the POB. To date, the OIG has interviewed 17 POB principals 
to evaluate the overall utility and effectiveness ofPOB products and services. . 

10 
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(U) Review of tbe Status of Integration of the IC'sDepartmental and Service Elemeats 

(U) Recent OIG reviews indicate that many senior representatives from the IC's 
Departmental and Service elements believe their elements' missions and capabilities are not 
known, not understood, or not fully leveraged by the OONI and other IC elements. The OIG is 
conducting a review to identify the unique roles, capabilities, expertise, and functions of the 
Departmental and Service elements; identify any barriers to their integration; and determine how 
these elements can be more effectively leveraged and integrated in the IC. 

(U) Evaluation of the AdmiDJstratiOD and Manalemeat ofODNI Core CODtraeton
 
Supporting Critleal Missions
 

(U) As a result ofinterest expressed by the ONI and Congress, the OONI OIG is 
conducting an evaluation ofOONI administration and management ofcore contractors 
supporting critical missions. The objectives ofthe evaluation are to assess the risks associated 
with the administration and management ofcore contracts; review OONI initiatives to improve 

.the administration and management ofcontracts; consolidate and synthesize similar agency-level 
evaluations ofcontractor resource strategies; and identify systemic or.recurring problems, trends, 
and best practices, including risk mitigation measures. 

(U) IC-Wide Aequlsition Ovenlpt: Strategies, PoUein, and Processes 

(U) In May 2009, the OONI OIG inspected the OONI acquisition oversight strategies, 
policies, and processes. The report contained recommendations to provide for more effective 
stewardship ofmajor invesbnents through total acquisition Iifecycle management. The ONI 
endorsed the report recommendations, and the OONI is making significant progress towards 
implementation. 

(U) To leverage the findings of this report, the OIG requested through the IC IG Forum 
that other IC OIGs conduct similar organizational reviews. The OIG is coordinating with the 
OIGs ofthe NGA, NRO, OIA, and NSA to review their respective agencies' acquisition 
pIllCtices. The OIG will analyze and, ifappropriate. integrate the collective findings and 
recommendations requiring ONI action into a summary report for the ONI. 

(U) Audits 

.(U) FY 1010 Federal Information Security Management Act (FISMA) EvaluatioD 

(U) FISMA requires agencies to conduct an annual independent evaluation of 
infonnation security programs and PIllCticeS. The evaluation includes testing the effectiveness of 
infonnation security policies, procedures, and practices ofa subset ofagency systems. The OIG 
is performing the FY 2010 FISMA evaluation ofthe OONI's infonnation security programs and 
practices. 

II 
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(V) FISMA Capstone Report 

(U) FISMA requires OIGs to perfonn independent evaluations of the infonnation security 
programs and practices of federal agencies in order to provide an independent assessment from 
the agency CIOs' assessments. Through FY 2009, the IC CIO assumed the responsibility for 
consolidating the IC agencies' FISMA reports - inchiding OIG reports -largely because the 
ODNI OIG was not sufficiently staffed to assume the responsibility. Effective FY 2010, the' 
ODNI OIG is assuming responsibility for IC OIG reports and will prepare a capstone report that 
will be submitted to OMB and congressional oversight committees. 

(V) Audit oftbe DNI'. Monitoring and Coordination oftbe Comprehensive National 
Cybeneeurity Ioitiadve (CNCI) , 

(.0)The President has identified cybersecurity as a top priority for U.S. national 
security. National Security Presidential Directive S4/Homeland,Security Presidential Directive 
23 (NSPD S4IHPSD 23), jointly known as the CNCI, instructs the DNI, as the head ofthe IC and 
consistent with Section 1018 ofIRTPA, to implement the policies and initiatives of the CNCI 
within and throughout the IC. Through the DNI's statutory budget, tasking, and intelligence 
infonnation sharing authorities, the DNI is charged with ensuring the appropriate resource 
allocation and integration ofall cybersecurity efforts and initiatives. 

The OIG is evaluatin the effi tiveness ofthe ODNI's imolernentation ofj 

(b)(1 ) 
L..-----:----.-.-......-----.--:,.--------;..----.-------.---;--------;--~ The OIG is assessing whether the ODNI 

(b)(3)esta 1 ed the policies and procedures, roles and responsibilities, and governance structures
 
necessary to effectively monitor and 'coordinate CNCI implemen~on. The OIG also is
 
examining whether there are gaps or additional measures that should be addressed from a CNCI
 
or ODNI perspective.
 

(U) InvesdgadoDI 

~) The OIG continues to receive allegations ofwrongdoing from within the
 
ODNI and the IC, including alleged procurement fraud, contract fraud, ethics violations, labor
 
mischarging, and time and attendance fraud.
 

(iJ77F6oo) In the course of its investigations, the OIG may identify systemic weaknesses
 
in ODNI processes and procedures. In such cases, the OIG makes immediate referrals to ODNI
 
management so that management can take action to address the identified issues. During this
 
reporting period, the OIG made recommendations for improvement of the contract management
 
practices ofan ODNI component and has worked with the component, as appropriate, to ensure
 
implementation of the recommendations.
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(01tFQUO) Select cases representing the breadth ofongoing investigations are
 
highlighted below.
 

(U) Alleged CODtractiDg and Administntlve MlscoDduet by aD ODNI OfIicial 

(U) The OIG is investigating allegations that the director ofan ODNI component 
committed administrative misconduct and numerous contracting violations. This matter has been 
briefed to the Director of the Intelligence Staffand senior ODNI management and has resulted in 
significant action to address the OIG's preliminmy findings. 

(U) Alleged VDauthorized POsseaiOD of a Firearm at Work 

(U) The OIG is investigating allegations that ODNI employees erroneously were issued
 
credentials to cany a fireann as part oftheir employment. The ODNI has recovered all of these
 
credentials, and the OIG is investigating why these credentials were issued.
 

(V) Alleged Voucher Fraud by a Senior IC Ofticial 

(U) The OIG is investigating allegations that a senior IC official committed voucher
 
fraud by submitting several travel vouchers containing questionable reimbursement expenses.
 

(U) OIG OD-LiDe ComplaiDt IDtake System 

(U!7fQ.UO) The ODNI OIG manages a complaint intake channel that allows IC personnel 
to file complaints on topics ranging from ethics violations to "urgent concerns" handled under 
the Intelligence Community Whistleblower Protection Act. During this reporting period, the 
OIG intake channel received nine complaints, which included allegations of the misuse of 
government funds, unfair hiring practices, conflicts of interest, harassment or reprisals involving 
contractors, and misleading ofCongress regarding an intelligence capability. The ODNI OIG 
has investigated each ofthese cases or referred them for follow up to the appropriate IC 
investigative component. 

V. (U) Congressional Engagements 

(U) During this reporting period, the OIG engaged with Members and congressional 
.staffers on a wide variety of issues. In March 2010, the Inspector General briefed recent OIG 
reports to the Members of the HPSCI Subcommittee on Intelligence Community Management. 
Members were most interested in the OIG's November 2009 IC Management Challenges report, 
which summarized the most critical IC and ODNI management challenges based on IC OIGs' 
reports conducted over the past year. 
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~)The Inspector General addressed three challenges noted in recent OIG reports: 

(Uln:eUO) With regard to Infonnation Sharing and Infonnation SecuritY, the IDs~r 
General referenced the OIG's 2008 Terrorist Watchlisting report, which summarized the reports 
on terrorist watchIisting by eight other IC OIGs. In the Human Capital area, the Inspector 
General summarized the findings ofthe OIG's Joint Duty report, noting that the program enjoys 
strong support, but stronger leadership advocacy and a ,strong corporate communications policy 
would improve the program. 

(U~O) In February 2010, Deputy Inspector General Scott S. Dahl briefed staff from 
the House Appropriations Committee Subcommittee on Defense (HAC-D) on the OIG's 2009 IC 
Management Challenges report, the OIG's FBWT report, and the OIG's semiannual report for 
the period I July - 31 December 2009. He explained the progression of the Management 
Challenges report and how the OIG is in a much better reporting posture than in years past. 
Mr. Dahl highlighted that the FBWT report provided a finn foundation for the ODNI to begin 
addressing the organization's financial management problems. Finally, Mr. Dahl provided an 
overview ofthe draft OIG Work Plan for 2010-2011. ' 

(U) In early April. Mr. Dahl briefed SSCI staffers on the FY 2010-2011 OIG Work Plan 
and answered questions related to the OIG's 2009 IC Management Challenges report and the 
I July - 31 December 2009 OIG semiannual report. He also responded to specific questions on 
the Ie's current management challenges, including financial auditability, cybersecurity, and 
information sharing. 

VI. (U) Status of OIG Recommendations for Completed Reports 

(U) The implementation status ofOIG recommendations made in reports completed since 
2007 is noted in Appendix A, listed by report in the order in ~hich the reports were issued. 
Recommendations are "closed" if they have been fully implemented (designated in green); 
"resolved" if the ODNI has taken significant steps to implement them so that the OIG believes 
they will be fully implemented. but they are not yet entirely closed (designated in yellow); and 
"open" if they have not been implemented and substantial steps have not been taken yet towards 
implementation (no color designation). 

(U) The OIG and ODNI management have instituted a process to ensure timely and 
effective implementation ofOIG recommendations. As a result, a significant number of 
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recommendations have been closed or resolved. Specifically, 67 percent of the
 
recommendations in the reports listed below are closed, 29 percent are resolved, and 4 percent
 
remain open. .
 

(U) In the past 6 months, 21 recommendations have been closed, and the ODNI bas made
 
substantial progress in resolving 10 others. During this reporting period, the ODNI promulgated
 
guidance for the development and validation ofcapability requirements for Ie Major System
 
Acquisitions (MSAs) in response to recommendations in our 2009 report OD acquisition
 
oversight. This new process, ifeffectively enforced, will substantially reduce risks of
 
''requirements creep" and cost overruns on the IC's most expensive and important investments
 
over the years to come. The ODNI staffelements also established well-defined roles and
 
responsibilities for the governance of these MSAs. The agreement among the staffelements
 
addresses the OIG recommendation requiring the ODNI acquisition oversight workforce to
 
.ensure comprehensive lifecycle management in the acquisition oversight domain, providing
 
Congress with metrics on the achieved performance ofMSAs as part of the Annual Program
 
Management Plan Report.
 

(U) The IC ChiefHuman Capital Office (CHCO) implemented several important
 
recommendations from the OIG's Joint Duty report, including: a) establishing and implementing
 
a comprehensive communications strategy, and b) finalizing and distributing a "Memorandum of
 
Understanding" to the IC to standardize Joint Duty Program tenninology and processes. The
 
development ofa comprehensive communications plan is significant because it clarifies the
 
purpose of the IC Civilian Joint Duty program and builds support, increased interest, and·
 
participation in the program. Likewise, the development of ~tandard tenninology in Joint Duty
 
policy, guidance, and application fonns reduces confusion concerning Joint Duty infonnation
 
and processes.
 

(U~O) The ODNI Comptroller and Director ofthe ODNI MSC im lemented tw
 
si ·ficant recommendations from the OIG's FBWT
 

(b)(3)
'-- ~~ Such reviews are essential to achieve accountability for programs and 

funding by systematically and proactively identifying operational and financial control 
weaknesses and by taking corrective actions. 
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(U) Appendix A: Status of DONI DIG Recommendations Made Between 2007 and 2010 

This Table is S~~FORN 

a. (i)lIPeuo) Appoint alleDior OONI official n:portinS 
dil'llCtly to the ONi or Princi(l81 Deputy ONi (pDDNI), 
with the authority and duty to promuipte pollclcs and 
proaxIura em intelligence ditlemiDation and aa:es&. 

b. ~) Appoint a lleDior OONI official n:portins 
directly to the ONi or POONI, with the aulllority and 
duty to eItabIish a process for monitorill8 iqllemenlation 
of the policies 8IId proeedures by the aaencies. 

c. (U~UO) Appoint allCllior OONI official nlportinS 
diredir~ONi or POONl, with the IIIthority 8IId duty 
to CIl8blish a pnlllllIS for adjudication ofclw.minatiem 
disasrccmcnlS. 

d. (U) Establish end promulpk: IC sl8IIdanIs lIIId a 
procc:ss for \he disac:minatiOll of lCII8itivc inlclliSCI\QC 
reportinS 10 ensure that CU8lOmcr requirements arc better 
met. 

ONI
 

I Junc2007
 

ONI
 

I J1DIC2007
 

ONi
 

I Junc2007
 

ODNIIPPR lead
 

ICCIO
 

(UI>ri.oUO) CLOSED. Per ICO 101, the 
OONIIPPR has the authority to promulpte 
IC Policy Guidance. 

(lJ71roUO) CLOSED. 'l1ae IC CIO has 
been appoinlcd the IC Information Sharins 
Executive. 

~CLOSED.
 

(U) RESOLVED. By iasuinSICO SOl, 
!CPO SO 1.1 , and SO1.2, the OON1has 
implemented some of this 
recommendation by eslllblishins common 
IC policies and procedures for the 
discovery and di&liCll1inauOII or retrieval of 
lICIIsitive intelliscncc and by cnlatinS 
Sensitive Review Boards (SRB) to ovcnce 
dispute R:IOlution end to "takc pl'l*:tivc 
_ to help ensun: information i.
 
nuulc availablc to authorized IC
 
personnel" (lCO SOl, G.3.a.).
 

lklUO) However, these slandanls do not 
fw~ addn:ss the part of the 
recommendation relating to sensitive 
intelligence dissemill8lion and Sensitive 
Review BoanIs. 

(b)(3) 
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(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

This Table is S~~FORN 

L (i1npeuo) Appoint a lCIlior OONI official n:polting 
(Uh!i.oUO) CLOSED. Per ICO 101, thedirectly to the ONI or Principal Deputy ONI (pDONI), ON! OONIIPPR bas the authority to promulgatewilli die authority and duty to promuIpte policies and IC Policy Guidance.I June 2001proc:cxIures on intelligence dilllClllill8lion and aa:esa. 

b. ~) Appoint a senior OONI official n:poIting 
directly to the ONI or POONI, willi the authority and 
duty to establish a proccu for monitoring iqllcmentalion 
ofdie policies and proecdures by the qencies. 

c. (U).oUO) Appoint a senior ODNJ official reporting 
di~~ ON! or POONI, willi the authority and duty 
to eslllblish a proceas for IIdjudic:ation ofdissemination 
disagreements. 

d. (U) Establish and promulgate IC standards and a 
proc:c:ss for the dissemination of llalSitivc intellisclll:C OONIIPPR lead 
reporting 10 ensure dlat customer nlquircmcnlB are bc:ttI:r ICCIO 
met. 

-._--------- ­

A-I 

ONI
 

I June 2001
 

(l1ffliOUO) CLOSED. The IC CIO has 
been appointed the IC Information Sharing 
Executive. 

ON! (U/IFOUO) CLOSED. 

I Junc2001 

(U) RESOLVED. By issuing ICO SOl,
 
ICPCi SOI.I, and SOI.2, theOONI has
 
implcmcnled some of this
 
n:commcndation by call1blishing common
 
IC policies and procedures for the
 
discovery and dissemination or retrieval of
 
sensitive intelligence and by creating
 
Sensitive Review BoanIs (SRB) to oversee
 
dispute resolution and to "take pl'OllCtivc
 
measures 10 help ensure information is
 
made available: to authorized IC
 
personnel" (ICO SOl, G.3.a.).
 

(000) However. these standards do not 
fuli) address the pan of the 
recommendation relating to llalSitive 
intelligenc:c: dissemination and Sensitive 
Review BoanIs. 

(b)(3) 
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I<l'llllllllllllddtllHI l~l'\Pllll\ihk I IllilllIl(\1 "11'1)\ I :t1d II 10\\,11 d\ 
DIll'D,ltl' IlIlpkllllllt.i111111 

PPRISSC lead 
(F~) CLOSED. NGA performed dIis 
..,. ill lbc CIlabIiIlllmcDt 0(. CODInII 
ayIICDI for compartmeated GEOINT. 

ICCIO 

~-

(b)(5) 

ICCiO 

(b)(5) 

II II \\11111<1\11\\(111111 111<1<l1I<1,,1\\\I(IIII"I\(I\II\\III)\I'I«I(!"" 

I I 1:1<1 \In ~1I1'\ 

I 1( ) 1 \ I 'I (I (h 1\) ,\. In "I II \ I I) I' 

L (U) Promulpre • comprehensiYe IC-wiele policy 
clcarly def'mina aacncy/departmenlal lOa and 
R:SpOIlIIibilities with n:prd to the WlIII:hlist nomination 
process. 

NCTC lead; DDN1IPPRI
 

Policy
 

,,(b)(5) 
I 

I 
I 

I 
I 

diOUO) Recommendation will clole upon
HCrc isluing • policy that is consistent 
with the 2S May 2010 Terrorist Ser=ring 
Center guidaDc:e. 
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I~( lllllll1H 11<1,111"11 
1«',p"II\J1J1c I I( 111('111(<.,) 

[)\I( I),lfl 

'-;tq), "lid 11 1011,lId, 

Iillplllllllll.lll"l1 

b. (U) Publilb iatIIrim IC-wide guidmcc !bit ItIIa die 
DNJ', vitioa for die IC W8ldIIill miaioD IIId ItIqIIiJa 
acb apacy/depBJtmcut to: -iaD rapoIIIibilil¥ for 
W8ldl1iII fianctions, collabcntc with NCI'C to Blip 
rapcllllibilities for IC WIitcbIiit fimctioos, 8IIlI identify 
W8IdIlist eaivitia/pnltp'lm fancIiD& ~ lIJIJIoc 
lIboItfiIIla. 

NCTC; DDNVPPRI 

.Policy 

. 

(U)CLOSED. 

(U)CLOSED, 

(U)a.osED. 

(U)a.osED, 

c. (U) Develop. fomIII pllll (with ameli_) for 
IpllCielldepIrlmcntIto __ rapoIIIibilil¥ ftom CIA 
for RYiewiDs tbeir own reakime Clble traffic for the 
JIlII'POIlI oftcmIrill W8lChliit IIlIIIlin8tionIto NCI'C. 

NCI'C 

eL (U) Develop .1I1IIDCIInIizIl ron. for 
IIFDCY/cIepIItmeat nomiDatioDs to NCTC .... fonnaIizc 
the business JIIOCClIlI for IC Wllll:hliit 1IOIIIinMi0ll8 to 
NCTC. 

NCI'C 

Co (U) Develop .... DimIin. central reposilDlY for 
WlItchIist sovcming cIocumeDtI for the Je. NCI'C 

t: (U) In coonIiDItioo with DOJIFBJ, build on the 
Terrorilt Scaeninl Center (TSC) protocols 8IIlI provide 
ldditiOllll picllnce to tile WlItchIiIt community. 

NCI'C. in coordination with 

DOJIFBJ 
(U) CLOSED. 

(U)CLOSED. 

(U)CLOSED. 

(U) CLOSED. 

I. (U) Updalc die TSC Memcnndum ofUodenltlllClins 
(MOU) OlIN lntqration 8IIlI Ute ofScnIenIDs 
Infonnatioa IIId AddeDdum Bto the MOO to _ III 
pllticiplllns IC qencielldeplr1l___ IipllOriel. 

NCI'C 

b. (U) CoaIidcr optiona for iIIcorpoI'Itina the reIOIIIlleS 

thIt fimd die lC's 8U)IpCIIt for die WlIII:bIistiIl8 efI'ort into 
the NIP IJudact IlIIber thIII JeIyiq primlrily 011 CT 
IIIpJlJemeutll fuDdiog. 

Nere lIIId CPO 

i. (U) Work with Conpas to cbIIIp the provisioDll of 
50 U.S.c. 4040-2 to reflect tile elllblisbmeot ofNC1'C's 

. Tenoriat IcIeDtities DIIamIrt EnviroDmcet (11DE) II the 
USO', ccnt1818IIlI1111nd ~1edF ...of 
infcmIIionII tcmIrill iDt"orntion, repllcina the Tenoriat 
ldentlt'icltioa ClluificltloD SyIICm (TICS) ~ 
IJNlCifted under lbilleCtioo. 

Ncrc, OOC, 8IIlI OLA 

A·3 
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.. (U) Appoint a ICIIior offil:Cl' to aaiat the DNI in 
ClISIIrins the implenalalion ofIlId compliaDc:c willi 
1llCOIIIIIIIlII0III COIIl8ined in 010 ropons and AlIewa 
rcc:ommendaticm fivm other nportI. 

DNI 

12 September 2008 

(U) CLOSED. 11Ic Director of the 
IDIelligence Staffhu been Biven this 
ftllIJIOIIIIibility. 

b. (U) Make the EXCOM IlId DEXCOM pcmIlIIIeIIt 
cntitieL DNI 

(U) CLOSED: CIIIUtaI earablisJUn, the 
EXCOM and DEXCOM were diaaemill8led 
on 12 June 2009. 

c:. (U) a-ty define and COIIlIlIUIIicat the roles and 
I'CIJIOIIIibililia ofdie DEXCOM to the IC. 

ONI 

12 October 2008 

(U) CLOSED. CIIIUtaI ClIl8bliah1Da the 
EXCOM and DEXCOM were diaaeminalad 
oD 12 June 2009. 

d (U) Direct IC IadaI to iIISCnIl:llheir respec:tive 
. demen1l to coordi.... 1lIrdwaJe lCquilition ~ 
1brouIb the appropriIfe ODNI orpnization. 

ICCIO 

12 October 2008 
(U)CLOSED. 

e. (U) Finalize and llllllUmIIIic:I an IC ayateIIII 
IIdIiteelln plllllbllldmowledaca IIIIIr.ebciJdcr inpucI 
IlId mpaiRmcnlI.lpIIIUIlriafe. 

ICCIO 

12 November 200R 

(U) CLOSED. JoiDt ArdJitcctunl 
lWemICIC Modol V 1.0 baelined by Joillt 
S)'ItCIIIS Eagineerilll furum 29 April 2009 
and briefed to IC2PAC 16June 2009. 

. f. (U) Ideati~ and develop an 8dion pllll to ...... the 
tecImo1osiceI cha11enp1 that iIIbibit coUaboralion and 
iDfonnalicm abIriaa - panicul8Jty.lICIIl-ClClIi.,b1e IT 
neIWOrb dcpIoyod _ die IC, and inlufficienl 
bandwidIh for video Ielcoonferall:inJ. 

ICCIO 

(U) CLOSED. Infom.uon IDlepllion 
Program (I2P) RIIIdmap Vmion 2.51 
published J.- 2009 provides in...... 
plan to aIiJPI OYCl' 38 inilia1ivea to improve 
iDbmation intqpaIion lICIOlIlI tbe IC. 

.. (U) RequiN ODNI orpnizIIiona to infonn IC 
0IJPIIIizatl0as oftbe JIIII1IOIC IIId ClUUlOmllI ofdata c:alis • 
put oftbe CllkiDa pruceaa. 

DIS 

(U) CLOSED. Memo &om the DIS to 1111 
component beadI direc:Ied them to provide 
lbia infonnatioa in conjwa:tion witb ODNI 
llUking. 

A-4 
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l{t,pOIl'lhlt 111I11l'1I1(,j "Il!>' I ,iI,tll I" 1\ .11 lh
I{t t "1111I1l' II! 1.1 t I" II 

I) Ill' 1).1 t l' 1IIIpl\ IIItlll.1111111 

DIS 
(U)CLOSED.b. (U) Sbarc the I'CIlIIII ofIbis DiagDllltic willi IC 12 September 200llclcmen1L 

OIQIDIS (U)CLOSED. 
Diapostic. 
i. (U) Briefthe ICLC OIl tbc _Ill ofthi. balelinc 

j. (U) Requinl all DNI dinlc:t nlpOIlIlDd Mission DIS (U)CLOSED.
Mllllpllto dc¥elop IDd 8IticuIate their RlIIplletivc rob 
IDd rapoasibilitia. 

k. (U) Develop ID ~vi1u81praeDI8tioa inlJVduciDa 
tbc DNlIDd lbc role oftbc ODNl in tbc IC to all new IC (U) CLOSED. 0001 PAO rclcllled the 
membcn. 

PAO 
ODNI Comawad BricfiDg in MaldI20IO 
for UIC lII:1'OII tbc IC. 

I. (U) ~ IDd 00III0Iidatc bIInhwrc IDd IOftwBrc ClO (U) CLOSED.lII:CJUisition rcquil'ClllCll1L 

(U) CLOSED. CHCO bllllauDcbed 
m. (U) Direct lbc DDNI for ADalysilto dcvcIop IDd DDNVA IDd CHCO Iatclligcocc Capabiliticl C81aJoauo (10) torep_ tbc ARC.impl-a iJroc:cdurcIIto _ tbc II:Clney IDd quality ,
ofinfonnItloa in the Analytic RcIounlcII C8IBIotI (ARC). 

c: 
"{tl71P9UO).CLOSED. CHCO bill 
cIocumeIlIed dw 16 IC elemcnll bavcn. (U) EMurc dIat a111C c1Cl11C11l1 arc iJlCOI'pOI'8liII. tbc ADNI/CHCO 
iqtlemenCicd tbc tequirements of leD 651 

apprailliL 
requinmadl of ICD 651 in employeeperf_ 

inpcrf_8ppAiIaII, I iI in the 
procell ofiqtlcmcntiJlg. 

o. (U) Direct the Ie 00. in c:oonIiJIItioa with tbc (U) CLOSED. A-IjIIICe u..•• Guide andDDNJIC IDd DDNllPPR. to euurc lbrouP IppI'OJIriIlc Soun:inI Rllquircmcull for DilllClllinlliog IC CIO DJ)NIIA, DDNIIC, DDNllPPRJUidcIina, policiCl, dircclioal, .lIII4Irda IDd bullnea ADeIytie PnJcIudI. A-5pKe iI CCMRd in
pnICIicCI that wcb-baed toolll and udmoJosy enable IDd AD8lylillOI.
cnblInc:e miuion etreeti-. 

(U) USOLVED. IC] will provide 
CHCO raidcnl expcrlise Bl all IC clemen1l. 

a lilt of lbc cxperliac ofaU IC cl_lI. 
p. (U) Idcntify,l:OIIqIile, maiDlain,lDd dillribute'lD the IC 

Rmmunendalioa wiD be closed once lhc 
10 is deployed IDd accesaiblc. 

12 October 2008 
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HIt IIl1llllllld.ltlflil 
1<1 "pllll'lldt Iltlllllllh) 

I)lIl I).ltl 

"It p' I .1" t' II 11I1I.lld, 

IlIlpllllllllt.ltlllll 

q. (U) CRl8IC a clCll' andllllCCinct milsion IIId vi.iOD 
llalcmcnl for the ODNI. Publilh and c:omniUDiClle the 
ODNI million and yilion to the ODNllIIId IC clements. 

DISand PAO 
12 October 2008 

(U) OPEN. PAO will COOIdillllc on a new 
million aDd vilion when a IICW ON) is 
appointed. 

r. (U) Publilh a defiDilioo ofcoI1abondiOD tOr 1bc Ie. 
PAO 

12 0clDber 2008 
(U)CLOSED. 

.. (U) DeImnine wbicb rec:ommencllllions lIlIdc iIl1bc 
Achkving Q Rabu8t Cal/a1JortJtive EiwinlftmeltlllUdy 
.bouId be implcmented aDd appoIm a IClIiorofficllr to 
iq)1cment dIOIe recommeodatiooI. 

DIS 

~UO) Q.OSED. Per 3tisllO email 
&om DlDIS, who dctermiDcd which 
RlCIII1lI1ICQdaODI ftom lbe .tudy would be 
implcmallal. 

L (U) EIlUliIh 8D NAIll the Director" link 011 the DNI 
bomepagc to IOlicit quationIlIIId _II ftom the IC 
workforce. 

PAO 

12 Scptcmbcr 2008 

(U71FouO) IlESOLVED. PAO h8s 
propoaed lhalthe publicalion achedulcd to 
Iauach lhiI &WIUIICI' to rcplal:e the Spotlighl 
include a feedbllck/requell option for fiduR: 
topiCi in lieu ofthe "AIIl the DinlClor link." 
RCllOIJIIDCIIlIaOll will clole upon iniliation 
of the new fcedbecklrcqllClt option. 

u. (U) CoIlllllUDicatl: illUllldialcly to the IC 8111pp1OJlriate 
EXooM ....and minuta. 

DIS 

13 Auauat 2008 
(U)CLOSED. 

Y. (U) Inc:cntivizc incIiviclua1 aDd organiZIIIioaIJ 
colWNntioo. 

CHoo 
(U)CLOSED. 

w. (U) Make Joim Duty _iplllCllll teimbunable Or 
iDIIiIUle exc:bIDp &lIIIlIClMDlI in 0Idcr In lIddIaI1bc 
Iuue ofmluloD impIct. 

CHoo 

(U) CLOSED. Son. cxcbaqc 
~ haye been implemcnlaL Thil 
~ and otbcrftllllal 
I'llCOlIlII*Ida _ capturlld in our 
Joim Duty Report (Nov 09). 

L MMake Joint Duty opporlUIlitia lMiIIblc for more 
Ie profcIIionaI calCgOrics• 

CHoo (U)CLOSED. 

. y. (U) Conununicatll Joint Duty __and rewudlto 
1bc IC • a way In eDCOlII8IC pllIticip8tion. 

CHCO (U)CLOSED. 

z. (U) RqulIIiy dilBcminareleadersbip 1IIeIIlIpl. 
includina Yaricu report fI!JdiDp and IC cIewIopmeolIln 
lbe IC. 

PAO (U)CLOSED. 
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!{l, '1I11l1Illld,11IOII 
l{l\I'OIl,lilk I klllvlIl(,) 

DlIl,lLIIl 

""'Ih l.d,"11 IOIl,lllh 

I Illilil Illl'III.IIIOII 

... (U) ProvicIc tbcIlC with periodic JqlOdI 011 pro..­
beinB IlIIde in lIlIdnl8Iing tbcI fiDdinp outlined in tbcI 
NcMmbcr 19,2007 ODNIIG DiIscmination Report• .. 

PPR (U)CLOSED. 

(U)CLOSED. 
bb. (U) CoIIIIIIIIIIicate and implemcat OONI meta-drda 
IIIgiDg I1IDdIrdIlDd proceIIICllIlCIVII tbcIlC inc:luded in 
Ibe 500 Day"'" 

PPR 

c:c. (U) Dftct a111C elemealllll _pis Ibc 
Community bUp for ficility ICllelIIIIId bellla IIClIJUirilII 
dmces 1bIl.-gnizeCommunity bedgcI. 

ONI (U)CL08ED. 

,1,1\ :1I11C;111111{\11,\!III{\I\II<)'\'-I(II{IJ\ \/\,\\(,1\11,\1 \1 II{I\II\\ 

\1 <'(" 1 :1111,\ 

Ili)1 \1 III (10"11) " Iii "01 \ II) .. 01'1'\ '" 

IL (U) CIO complete a documented compn:bcnsive 
informalioD security JJIOIP'8IIl consilllent with FISMA 

. roquirancnts IbIl includes tbcI followins elemenla: ~) IlI'.SOLVED. The IC CJO it inI) periodic risk IIllSCIIIIICIIU 2) policies and proccdurcs 
the proc:as of impIemeatiaglbis 

CIO 
based on risk__Is, 3) plans for pnwiding 

nlCCIIllIlICIJdOlL Recommc:ndation can beappropriaIe information security, 4) Periodic tcstilll and 
clolcd upon receipt ofcopy ofthe officialevaluation ofthc information security policiel and 
security JllV8I8IIL OIG will confmn during proccdura, 'l A proc:as for developing a plan ofaction, 
FY 2010 FISMA Review.and 6) Plana and procedun:s for developing continuity of
 

opcndions for information S)'IICIIII.
 

~O) RUOLVED. IC CIO hu 
eslIblisbed milcslDllcs. SysICm invenlDries 
lII'e flll8liad. IC CIO published aD

lb. (U) ClO III esIlIblilb milelllDne8 and complete InfonnatiOD Security Strategy on 6 Feb 09.
CIO1IlraqK: p\aDs and JRUgr8I1II and fmalize ayIlCm RcQommendalion can be closod upon

in-nea. naipt ofthc official straJqic p\aDs and 
JIIO&I8IIIL 010 will confirm durin. FY 
2010 F1SMA Review. 

Ie. (U) CIO develop inf'onnaliOD sec:urity slnllDBic plans
 
IbIl define Ibc fOllowing for its infOl'lll8lion security
 
JIIOFIIII= I) Clear and _'4*ebensive missiOll; vision,
 ~) CLOSED.IC CIO issued aD
pis, and objectiva and bow they Millie ID aaency IC Infonilalioa Security SIIate&Y and 
miasion, 2) JIiab level pia for acbievill& iDfOl1llltion continues III follow OMB's security

ClOsecurity pia ad objectIveI, ineIudina IIhoIt and mid­ performace meuures via Ie-wide 
tam objectives to be UICd dJrousbout Ibe life of Ibis plaD qIIIII'ICrIy IIId anuaI F1SMA teportina per
ai IIIIIIIF JII08ftU toWard lIUCCleIIftJlly fillfilliag the FlSMA JesislatiOlLidentified objectives, ad 3) Pcrf'ormaDce__III
 
conlinuoulJy .-i1Gfacc:ompIiIhment of identiflcd pia
 
and ob,iectiva and their JIl'OBRISS toWard slB1r:d ......
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H( \IIOII\lldl IllIIIlIIII\) "I( I" I .11,( II I 011.\1 (h
I~l (IIllIllIllld.IIIIIII 

, Id. (U) CIO to Cllablilb milcltona for completion of Ihc 
information security lUlItegie plens. 

2a. (U) CIO in c:oonIinaIion with DlDMS to eIlabIiIb • 
roadmap to identify the invenlDty ofllyatemllhat IIR 
ODNllQJlOlllibility and lhose that are IC-wide 
reIpOIIlIibility and CIlBblilh a timefiamc for completion of 
roadmap. 

3.. (U) DlDMS to dcIipatc. _orapc:y official 
reapolllible for IeCUritY ofOONI informaIion and 
information IyatemI whetherODNl owned or opaatcd by 
IIIIOIber BJCIICY or by. CllIItrICtor on bcbaIfofOONl. 

3b. (U) DlDMS CIOIIIPlete • doc:umenIal c::ompreheIllive 
infomwtion security JII'OII'&III-.iatent with FlSMA 
reqllirements dud includellbe foDow" clements: I) 
periodic riIk _ ...... 2) policial and pmc::cdurea 
baIcd on riIk _CIS"'" 3) plana for pIOvldilll 
lIJIIl"lIlrlatc lnformalion IICCIIrity,4) Periodic:: abna and 
ewIl1l11icm of lbe information IIeCUrity policies md' 
pnx:eduIea, S) A pr'OCCIB for cJeyelopina a pIBD ofaction, 
ud 6) Plana ud proccchua for devclopiDa COIItinuity of 
opendiODl for infonMlion 1yIIeIIII. 

3b. (U) DlDMS to CllBbIiIlb milClllilllCl for completion of 
lbe information ICCIIrity JII'OJI'IlIL 

DII(' 1>'lll' 

CIO 

ClO/DMSC 

MSC 

MSC 

MSC 

IllIp!('lIlllll.l11011 

(U17Peu0) RISOLVED. The IC CIO 
Infonndion Seeurity SlratesY 
Implcmenlaticm PI8n il in c:oonIiMlion for 
review by the ISRMC as ofApril 2010. 

~O) Recommc::ndation can be elolal 
IqlOII review ofplan lhet identifies 
milestones. 

~uo) CLOSED. For MSC lhet hu 
completed its roadmap. OONl 010 
ra:onc:ilcd lbe inventories durin.1hc FY 
2009 FISMA review. However,thil 
_ins a \csislalivc n:c::urrin. requirement 
(44 USC 13505 (e) (I» for MSC and the 
ICCIO. 

(Um;:oUO) OPEN. For IC ClOllCES 
bec::allllC: they "VC not yet provided UI a 
roadmap and "VC not eIlabIiabcd a clam for 
ita completiOlL 

(U11Peu,0) Recommendation can be elolal 
if inventories can be ra:onc:ilcd durina the 
OONI 010'1 FY 2010 F1SMA review. 

(U)CLOSED. 

(U)CLOSED. 

(U)CLOSED. 
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l{l\pllll\,ldllllllll'III(\' 'll'P\ I.lidll 1"".11(1­
I{ll lIllIIllllld.lf'llll 

I )lIl' D.Ilt' IIlIpllll'llll.tllllll 

le. (U) DIDMS develop iDf'ormMion -mty ItnDsic 
p.... tIaII define !be foIlowiq for ita iDformalioo IIClaIrity 

. pruJPlllll= I) ClaIr lIIId compeheaIive mission, viaiClll, 
pIa.lIIId objecttyea lIIId bow tbcy relm ioaaeac:y' 
miuioD. 2) Ifiab lewl plm for 1Chicvi... iDformalioo 
IllCUrity pia lIIId objcc:tiYa, iDl:ludiDa Ibort lIIId mid­

MSC (U)CLOSED. 

_ objectives 10 be UIOd dIrcJusbout the life ofthil plm 
to IIIIIIIap prapu IOWInIIUl:CCISfWIy fillfiJlilll!beidentified objcctiWl, ad 3) Paf to 

_linllOUlly monilGr ~illlunaDt ofidclltified pia 
IIId objectives and their pIOplII towI8'lllllllted tIIJIllI. 

3d. (U) DlDMS to eslBblilb milnlDaes for COmpletiOll of 
the infonnBtiOllIllCllrity atratcP: plaDl. MSC (U)CLOSED. 

,I } ( In I 1( \ I I< \ I \ '\ \ I, I \ II '\ I ( II \ I I I '\ 1.1 "­


" I I' I I \ II '.1 I( '}}II"
 

} 1(11 \1 II, (I (1"-11) l~ 1<1 "IH \ II) I IH'I '\ II
 

.. (U) Deflae lbe rellltive iDlmnIIlUdtoriIieI ofthe DNI, 
PDDNI. and otbcr ODNIlICIIior 1tBft'. 

November 2008 (U)CLOSED. 

b. (U) Publiab ICD SOllllld supportilJa din:dives . 
pruYidina Ie-lavel policies tIaII exJlllld and ~ 
iDformation II:CCIIlI for the IItIIytie COIIIIIIlIItity. 

November 2008 (U)CLOSED. 

c:. (U) Develop lIIId iqtIcment .. IC plan for 
8laIIdanIizi1ll COIIIItlIIIlicatioll ~ lIIId .......iDin& 
lbe Ie cilia abarilllllld IlDr8p lIIdJitcAurc to redul:cl 
redllJllllUlcy and almplifY ...8cceu and mrievlll. 

November 2008 (U)CLOSBD. 

. d. (U) Rclquire collabollltiOlllllllOll8lbe IIItionaI ....­
011 JIIOlPUII, 1YlIteI'JI.- IICqlIiIitioaI in ~ 
with fimc:tioalIl ~ IIItltorIticllIId 
l'CIpOllIibiUties. 

November 2008 (U)CLOSBD. 

e. (U) Deve10p MOO, for IC clementi tbIIt lie 

8CCOUIItab1e to both ODNllIIId IIIOlber IDvemmeat 
eiacY 10 dclillCltll fbtIacial-re1llteCl RIIc:I and 
raponsibilities. 

November 2008 (U)CLOSED. 
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I{ l l 11111111 l' II d .\ t II) II 
1{",pOII,ddl' I IlIIIlIII(, I 

Dill' D ,Ill' 

"Il'p' I ,t1'l'll IOll,IIlh 

Illlpil'llIl'IlLII iOIl 

f. (U) Enpp the Dol. ill biahat 1eve1l ill order CD 
COt1IIIlUIliclIII8IioaaI iDII:11iaaJce intercBIB CD Ibc Dol 
aad CD implement epproprille 1ep18IId policy chaD.. 
tbroughout the IC. 

November 2008 (U)CLOSED. 

ll- (U) F_oft'orII 011 ftDalizin.1bc ODNI', lIIIideliDclI 
imp1cmmllin. EO 12333. 

Novcnilc:r2008 (U)CLOSED. 

b. (U) Fillllize aad publish critic:al1CDJ, includillllCD 
IOI,ICD 303,ICD306,aad ICD ~I .MAc:ccssCDaad 
Dissemination of InlellipllllD." 

DDNllPPR 

November 2008 
(U)CLOSED. 

i. (UII~O) Develop a formal ODNI JIIOCClII for timely 
respondiaa CD 010 11lCOIIIIIlCDlI0III and for lr8ckinJ 
implementation ofRlCOmmcndationa dIIl_ aa:cpted by 
managemeat 

DIS 

November 2008 

(U)n.~) RESOLVED. 010 and the 
DIS fo aw a pmcelII for ODNI CD reapond 
CD 010 RlCOmmcndations in a limely 
manner. 010 and Ibc DIS will conlinuc CD 
tnIck and llIOIIitor open fIlCOIIlI1ICIIdOlJl 
under this procell IIDlil IUdl time as this 
pmcelII can be formalized. 

j. (UI/!leuo) Appoint a lCDior ODNI official JaPClII,iblc 
for improving collaboralion aDd intepallOll '*- 8IId 
IIIIlIIIJ 'lrIditional' inleffiFncc lIpIICieI (thoec foaIsed 
exclUlivelv ou inlelli""""'; -......;.,. 8IId _Ivoi. ~ November 2008 

(U:) CLOSED. 16 lui 09 memo 
ftom D llIIkcd DDNI-PPR with abc 
-ibilitvfor' • Ff 
Memo din:cll that this talk be IIIBlIc ClIIplicit 
in Ibc nat updIIe CD lhc PPR roIcI8IId 
nlIIpOIIIibiHties. 

k. (U~) Revile the auditability IlnItcgy with'larBCt 
dIItcI for II:bicvintl auditability bucd oa standard 
financial systCms and ICRT initiatiw:sllRd monitor 
JI'OII'CII towuds auditability. 

CIO, 81'0, CFO 

November 2008 

(U"O) RESOLVED. The FlO (naw 
FMO) conti_to monitor aaencios' 
pI08fCSI in mBIIIIICmcnt con1rOls 8IId key 
_(FBWT,IGT,8IIdPP&E). 
Rcc:ommendatiou can be clOled upon 
nlCCipt ofan FMO auditability IlnIIeJY with 
IIIrJCl d8IcI. 
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Hl'!JO!l,JlJlIIIIIIIIIIII'1 "II')!' 1.i1,('11 IOllard' 
I~ll (1I111111Ild.illfJll 

DUl' D.lll' IlIlpllllllllLltloll 

c\),q:OUO) RESOLVED. CFO hu 
chftA:d a FiDaDc:ialllllpRWClIlIlIItlllld 
Auditability00_for the IC, which 
will be IUbmiUed to lhe SSCI within 4 

ranainina financial planllllld IR:biteeIUrCS IbIt were due 
I. (U~UO) Complct&llllld IUbmitto Conpeu the CIO(BTO) 

months after BTO IUbmitI ill BuaineA 
November 2008 EDtaprise An:bitccture to lhe SSCI. 

RccxJmmeadation CIII be closed once 
filllllll:ia1 pIIIIs lIIId arcbitec:turCs an:: 
provided 10 lhe SSCI. 

to lhe ssel in 200S. 

(U=O) RESOLVED. OGC .... ~ 
wo extalllively with [)oJ NSD to 
l118ke IC apnea' AlIDnley General 
pidelincs COIIIiBtcntllCnJII lhe IC. Thill 
effort is underway, but is not yet completed.ooc 

November 2008IlL (U/)oUO) Expedite the flnalimtion lIIId isauance or 
\ \ 

common U.S. penoIIII Nles, principia, or praumptions. I' 
This tIoD WID ................
 

fol1owi1llllhe l'CIullI oftboIc tniewllIIId 
implemcnllllion of8IJ'f recommendations. 

PAO (U)CLOSED. 
D. (U) Publillb a definition orcoIlabcnt1on for thelC. 

NlS defined "colllbomlion." Auplt2008 

(U) Q.OSED. 'I1Ie clCII' lIIId 
lIlIdeIItandahIe definition oralyllaD does 
not exist duouabout the federal 
ao-t. 'J'ben:fore. the IC CIO is 
uubIc to develop a definition jUll for tile 
IC becau80 I111III qcncia ani 

dual-batted (IC lIIId DoD). 

(U) JD our more NClIlDt report1IIcntI6btg1M 
0. (U) l.eId the eR'ort 10 define what COIlIti1utes • IC 00; CPO; PPR '.Iw o/tkl"IIdJigMCeC_tty',"IyItcm" (or COIII-'IC appllCllion fiIr boIh FttIerall'lfol-lIoII S«IuIty M.~
auditablllty IIIId bulinca u-fonnaticJa. Act (FISMA) RqonI. _ are 

reeommcndiaa IbIt the IC C/O develop 
pidanoe. for the Ie apnciea IbIt idenlifta 
willd definition Ihould be UIOd for FY 2010 
F1SMA revicwa. Therefore, _ an:: cloliDa 
this JeCOIIIIDlIIIdaon IIIId lI8ddnS it UDder
lhe _ m:enl report. 

(b)(1) 
(b)(3) 
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l~n(lIlIIlI('lld"tIOIl l~cspollsllJk L1CllIl'llt(S) "tcps I akl'1l I Imal tis 
Dill' I),lte IllIpil'IIIlIlt.1I iOIl 

p. (U~UO) Enslft prompt and eomplC1ll 
implementation ofthe rcc:ommcndlltiona of the FISA 
Panel. 

DDNI/C 

(UJ·ooO) CLOSED. ODNI has
~ilIlIcd process for ensuring 
implementation of the FISA Panel 
n:commcndations. 

il 1 1'\" 1'1 ( 11( ) '\ (II 1( \( (J I I" I I I ( )'\ 0 \ I Ih I( .11 I "I I~ \ I I ( ,II " PO I I( II" \ '\ I) I' H (J( I "" I "
 

\ I \ \ 21111'1
 

I I()I \1 II (11)"11) \ I{I "01 \1 j) - ,01'( '\ II
 

mooo) CLOSED. DNI issued 
L (U/JFbuo) DDNl/FC immcdia1cly ensure that 

Ex~tivc Correspondence in January 2009DONI/ATprogra~~ within the Community MtltlllFlIIIlIIt n:quiring programs funded in the
Account and exec:uted by the ODNI lU1l oveneen in January 2009 Community ~llIIlllIC"JCI1t Account to abide ltl:COrdance with IC lICCIuiaition policy. by IC Acquisition Policy and OvenighL 

(W\'OUO) OPEN. In Man:h. 2010, the
Ol~ ~gncd. and communicated to the IC, ab. (U~UO) Publiiih IC policy no later than 120 days 
memo cnfon:ing tbc fact that MilClltoneafler signatun:, identifYing a governancc model for the 
Decision Authority nOWl through theODNI AO wortforce: n:Jative to the IC acquisition 
PODN I to the OONIIA&:T. This addresicscommunity, includinll: 
part "c" of this recommendation.DIS; DDNIIPPR;A. RevisinglCD I to account for c:um:nt distributions of 

authorities and decision rights. P.DDNI Executive Staff 
n\n:ouo) Awaiting PPR completion ofOctober 2009B. Standardizinglcvels ofofficial interface and protocol la,' I revision and other n:lated policy between ODNI officials and IC counterparts. 
documents to n:view whether - in sum ­

C. ClarifYing the role of the PDDNI n:lativc to the they constitute a govcmance model. As of 
codifil:d authorities of the DNI'. Milestone Decision 8 June 20 IO. ICD I, previously in draft and 
Authority (MDA) (DDNIIFC), the DONIa. the ADNls, coordination with DNI Blair will now need 
and ONI Policy for the IC. to be revised to addn:ss incoming ONI 

dclcptions. 

(Ukouo) RESOLVED. SAE,
DDNIIAT, AD~IISRA, and ADNIICFO agt'CCd to a 

c. (U/~O) Document the existing processes that link n:visc:d PPBE Cycle process to align theADNIICFO,DDNIIFC acquisition decisions with CFO funding DNI'. budgetary and Milestone Decision
decisions no later than 210 days aflcr signature. Provide ADNIISRA Authorities. The OIG will make a 
the widest possible dissemination ofthe: documenral detcnnination ofCWSED ifcompliancc January 2010proa:sses to ensun: members of the AO statTan: am of issues cited in tbc 2009 Final PMP Report
all options available to utilize funding authorities as a an: followed by com:spondiDg
management instrument. Apportionment Footnote n:commcndations 

for tbc next lisc:al year. 
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1{I\PIIIl\tldl lllllllll!h) "111'\ 1.11\1'11 111\\.1111\
I{( l.>I11111l IId.ltlllll 

DII( ILI(( Illlpl('/11l IlLI! I/lil 

d. (U~UO) DDNIIFC enfon:cSlCCOlIIlllIbility for IC 
l(lCIICielIlO have validalcd requin:meulll doc:umcnts II I 

prerequiJite for MDA c1cIeption, 8IId perm8DCIIlly MIl 
IUCh IlIJlIIIIIIC to DDNllFC p:rfoml8llCC objcdivcs 110 

I8Icr than 360 d8y& liter siplllUrC. Addiliollll1ly, whcD 
the DDNllFC c1e1epta MDA for I program wilhout I 
valid8ted requiJelllClllS document, f'on1I8l juIlific:8lion 10 
the DNIIlbaJI be idenlificd in 80 Acquisition Decision 
MerIIOI'lUIdum. 

DDNVAT 

Msy2010 

(U~OUO) RESOLVED. (Deadline for • 
implementation h8I not been radled.) The 
DDNVA.t.T's perform8occ objec1ivcs have 
been _cIed to include "EoAn V8IidBted 
CBJIBbility needs lin: cIocumenllld prior 10 
cIeloptins MilClltoDO Decision Authority." 

~O) DONI/AT reqIIClItOd ­ with 
010 c:oocurmtCC - I DN! WBiver oftbis 
Rccommcodation for Com:ctive Aetioo fOl' 
KqUililion lKltivitiel that lin: wclllllldcnvBy 
8IId lIpIlIOlIChiog delivery. 010 will 
evallI8te JII'08R'II in 2010 to IIlIIke I 
detennilllllion ofCLOSED. 

ADNIISRA 

DDNVAT 

DDNIIPPR 

. JIIII1I8IY iOlo 

. ,. 

f. (U~UO) DONIIFC, the CIO, 8IId the Offiee of
~~I to coll8bondc 8IId codify ldIduIOrily 

(UtII')... II'\) RESOLVED. Tbe IC CIO 
-'ifi~ IC IT Propwn Aueument 
ProeesI on 4 Nov 09. However, the 010 is 
IWlIn: ofonpina cbal1enaa within the 
Offiee oftbe IC CIO to bin: lIOd I'Cl8io 
suff'lCilllltly tnlincd penonneI to etrcdively 
eJlCCIIte their oversight million, IUId that 
CIO execution ofMi1eltone Decision 
Authority for RAILHEAD is I lII8tlIriog 
process. 

~li80t lIn:U ofoversight jurildietioo no IaIer than 120 
dBysllfter 1ignBlun:. We lIlIo ~ tbat the DN! 
end \he CIO codllY ~ for OVCIlIiJlht onr 
JII'OllI'IIIIlIIIIIder CIO jurisdiction no IaIer than 120 dBys 
Iftc, sillJl8lW'e, 80d Jllllintllin sufficient I\lIIIIben of 
experienced IT profeuiollll1s to exeaa the~. 

DONI/AT, CIO, 80d OGC 

October 2009 
(U~~DDNVA.t.T.Wthefi~Q~ 
for RaiIbe8d 8IId the IC CIO .. the MDA in 
D=:mbcr 2009. Railbcad Prognun 
M-acr8IId the Ie CIO lin: still 
cIIlvelopina 80 leD BOl<OIIIPliBnl Program 
Man8gement PI8n. 

(b)(2) 
(b)(5) 
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, I Hl\POII\ildllllIlIlIlII\J "tl(J\ 1.II'lll 101l.11t!\
I'll (tlllllll'll( .It 1011 

Dill 1).11L IlllpllIllllILl1 ill II 

(U'>.--. '0) Rt:SOLVED. PrucedIR
 
I- (U/hrQUO) Ellabliah IIIId codify a repealable proc:eII
 ..:::ro~ on II Aug 09 by DONI/AT
 
for M&jor Syltems Acquisition (MSA) designation no
 

DONI/AT 
(Ac:Iina). 010 will_ execution ofthe

Scpfember 2009Ialer !ban 90 days after IIipature Ibat IICCOlII1lI for 2010 MSA delIipon procell and verify 
Itatutor)' fUnding dueIboldi. ilB c:odifK:ltion befcm: nmderiag a 

dctmninaIion ofCLOSED. 

~UO) Rt:SOLVED. The 010 
received a briefing from DONl/A&T 
Ic:adenhip Iddn::saina how Ibe MT
 

pn;~ before Milalone A IIIId after Mile&lOne C to
 
b. ~OUO) Ealabliah a plan ID provide ovcniBht ID 

ftlOI'IIIDizaIion &l:ilillllel implemenlBtion in 
complcmcnt current monitoring ofPbase B activitiell no l:OOI'dinalion with pre-Mile&lOne A and

ADNIJSRA poat-Milclkllle C ae:tiviliel executed by 

. m:ommends that Ihc DDNIIFC coordiuate with Ihc 
Ialer!ban 120 clays after lipabarc. Additionally,lhc 010 

DONI/AT ClO, CFO,IIIId SRA. This
 
DDNIIC, Ihc DONI/A, Ibe CFO,IIIId the ClO to codify a
 RlQOIIIIIICIIlIOII will not clole WltilOctober 2009 

ApperJdill F ID the Annual PMP Report bas 
incl... perfomlll1CC data for all opcrBlionai MSAI in an 
proc:eII no Ialer Iban 120 days after aipabR, that 

matured, IIIldentanding that the SRA .
 
appendillto Ihe annllllllC PIopam Manapmcat Plan
 l'CIq1Iirementl inventory is a pnl-n:quisite for 
(PMP) report. . • fially IIlI!Ure JqlllIti.. procell on the 

edtieved perfOl'lllllllCC ofactive IC MSAI. 

i. ~OUO) DDNIIFC IIIId DDNIIPPR to revile the ~OUO) USOLVED. The newAcCE>: IKJ later dum ISO days after sillft8llR, with Ibe 
NaticinallntellilJllllCC SIr1IteIlY w. lignedfollowing objcctivel: DDNI/MT 
18 Aug 09 and included Enterprise 

DDNJIPPR,A. Align goall with ltated IIralegy elementl: Policy Objective 7: I",,",ve Acquisition, nepting 
Guidancc, Monitori.... IIIId Corrective Action. the need to nMlC the ACCEA.OOC 

DDNI/MT is in the JlIotaJ oflCCUring ICB. Update ACCEA Immediate Aetiona to addrea November 2009 COIIICIIlon ICPO 801.3. Aaofl June 2010, 
IltillllWllitiltg MT'IIC cocmtinalion. 

c:om:etive .aion .. a priority. 

C. Elevate wortfon:e quaiifieation and ccnific:aaion goal.. 

(U~O) Rt:SOLVED. SAE Staff 
induda IC agency complienceinf_tion 
in the Annual PMP report. 010 will verify 
inclulion of IIUCh information in the PMP

j. (U~OUO)Ellabliab a proc:eIIto InIck IIIId IIlIdreu report and CIUIUR: a mechanism il in placeinJIanc:a onc agency nonc:omplianl:e with IC for the DONI/M T to inform Ibe DNlIIIIdlll:qUilition policy IIIId proc:eII di&e:ipline breakdowns 110 the 10 ofODNlatafr noncompliance with DONI/AT1lItcr!ban 120 clays after lipture. An option Ihc ONI IC Acquillition Policiell before making a _y wilb ID consider iBID CIlIIblilb ODNI ..ff liaison October 2009 dcterminaIion ofCLOSED.
positionl at Ibe IC aaenciellto act • Ibe r-n­

deployed focal pointa for 811 actio.. and information
 
n:que&1B tIanImiUed from the ODNlataffto an agency.
 ~) Last year'llIIId dUl year'l 

report c;ontained lanauaF addressinglC 
agency noncompliance. MT aIIo 
provided midyear fecdbac:k to IC agenciel. 
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1.1. L, b., c. ~0u0) The IC CIO IIld the Din:ctorof 
M5C, wilhin'I80-';'; ofthil repon, should: a) Develop 
and maintain an acauatc inventory ofsystems; IIld b) 
Determine the owuenhip of the 7 unidentified systems, c) 
Make IyItCIII additiona, deletions, or adjustmenta to the, 
IntelliJCIICC Community', (IC) RegiSll'y in a timely 
manaer. 

ICCIO 

DlMSC 

24 Ian 2010 

~~"O)Recommendation a)
~VED forbodl MSC IIld IC 
CIOIICES. The inventory for both ICES 
IIld MSC was reconciled durins the FY 
2009 FISMA review. However, whether 
ICES IIld MSC is able to mainlllin an 
accuraIe inventory wiD not be detennioed 
until the next F1SMA review. 

(U~O) Recommendation b) CLOSED 
for MSC IIld IC CIOIICES because 
owncnhip wu raolved in Ian 2010. 

(U 0) Rccolllllllllldatio 1.1 a. aad c 
can be closed after FY 2010 F1SMA review 
if010 verifies an accurate inventory. 

1.2. (U~) The IC CIO IIld the Director of MSC 
Ibould reconcile the IC ClO and MSC inventoria with 
the IC Rqilllry. at • minimum, on a quartcrIy _is. 

ICCIO 

DlMSC 

Oct 2009 

~~.,~) RESOLVED. The IC 
C~~ continuea to coordinate IIld 
rec:onc:ilc system inventory illllllCS with the 
IC resiIIlry. CIO works to rec:onc:ile any 
c1i"'"'I'U'Ciea once notification of their 
CllilltellCe has been brought to C1011CES' 
attentioa. Altbougb MSC IIld ICES an: 
reportedly raviewilll and reviling the 
inventory IiIllB, the 010 ncaIa to 
corroborate their efforts. 

(U/iRJoe) ~ can be cloac:d 
pendilll 010 FY 2010 FISMA review. 
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H.\ lOlllllll'lld,lt "Ill 
1~l",poll'llJk I kllll'llt(, I, 

f)lll' f),lll' 

"llp' Llkell 11/\\ .11 (h 

II1Ipll'IlIlllLIliOll 

(U!JIrQuO) RESOLVED for MSC. As of I 
April 2010, MSC is workinll on ilB one 
systaD to obtain lK:C:Rldilatioa wilh the IC 
CIOIICAT. 

(U:SUO) Recommendation can be clOlCd 
once 10 receives doc:umcatation that the 
one system rcceived CAA. 

2.0. ~~O) The IC CIO 8IId tbe Dira:tor ofMSC. 
wilhin 180 YI of this report, IC ClO will de:velop • 
certific:aliOll 8IId ac:aedilalion IlI'alllJlY including. 
sdIc:du.Ie (plan ofac:ti0ll and milestones) for reacc:nllIiting 
the c:lted &yIteIIlS and updaIe Ihis information in Ihc: IC 
Rqillry and tbe Dira:tor of the Millinn Support Center 
will CIlablish c:urrc:nl c:c:rtific:8lions and ac:c:rcdillllionl for 
a1ll1)'1lCms idc:ntific:d uDdc:r their ownc:nhip and update 
Ihis informatioa in Ihe: IC RqiIIry. 

ICCIO 

DIMSC 

24J8112010 

~ OPEN forCIO. the IC CIO 
has not deve:1oped ill IlI'alllJlY or 
1IdIcduIe: for c:c:rtifkali0lll and 
ac:c:mIilationl that will comply wilh N1ST 
IlOO-53. The IC ClO has IllIted lhal il h. 
iJqll'OVcd the internal proc:c:lIlICS and 
proc;cdures for Cc:rtifyina and Ac:mdiling 
sy&lc:JllS and has bc:gwItbe e:ffort to 
iIx:orpondc new prvc:c:uc:s that will c:omply 
wilh the impJc:mc:nllltion ofNlST 800.53. 
This will c:nsun: bIb 1IJIIIIOPri8le C&A 
doc:umc:nlalioo has been dc:vc:loped and 
lIpprovc:d and that all pertinent infonnation . 
is updated in the IC Registry. 

(U~O) Rllcommendation can be closc:d 
upon rc:c:c:ipl oflhe: CIO's IlI'alllJlY/sc:hodule: 
for C&A forsYllem8. 

3.0.• and b. (U/=) The IC CIO and the Dirc:c:tor of 
MSC, wilhin 180 ofIhis rc:pon, should: .) Perform 
security tests 011 the systems that clllTel1lly have: security 
tests dud arc: greater Ihan • year old.; and b) Perform 
annual security leSlB 011 systems wilh • protec:tion Ie:vel 
gn:ater Ihan protec:tion Ievc:I I. 

ICCIO 

DIMSC 

24 Jan 2010 

~~)IWIOLVEDforClO. CIO 
has imple:menting proc:c:lIlICS and 
plans to DIlIMlJC the: sc:c:urily testing of 
systems on the annivcrwy oflheir 
operational date. While Ihis proa:ss has not 
bc:c:n fully imple:mc:ntcd, ICES c:ontinuc:s to 
prioritizli and work through the bacldog of 
opc:ralional sysaans, I:OIIIIlImlIy testing and 
monitoring these systems. Anticipate: 
e:limination ofthe backlog by c:ad of FYI O. 

(U=) Rc:c:omrnc:ndation can be closc:d 
pc:ndin ODNI OIG vc:rific:alion during the 
FY 2010 F1SMA review. 

~O) RESOLVED for MSC. MSC 
stated thit il has complc:ted aD leSling. 
Rc:conunc:ndslion can be clOlCd pc:ndina . 
ODNI 010 vc:rific:aliOll durinllthe FY 2010 
FISMA rc:vic:w. 
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(Um.ouO) OPEN for Reconnendation a) 
for IC CIO because the IC CIOIICES hIlS 
not ~ dml10Ped a CClIIIpIehenIive plan. 
RccOlllllJndllion CID be closed once plan 
is developed md pluJs In tested. 

(U~) RESOLVED for 
Recommendation b) for the IC CIO. The 
IC CIO hIlS established a failovcr site for 
the Prillllll)' Operational site and wbac It 
present, lPJIIOlIimately 75% ofthe 

. 4 a,b,c. (U/~) The IC CIO 8Ild the Dillldor ofMSC, 
CIOIICES portfolio hIlS been millf8led and 
tested. Recommendation can be closed 

within 120 days of this report, Ihould: a) Establish a plan 
for perfonnina condnpncy plan tall lIlIlystemI whole 

upon evidence ofCOI11tletion or testing. 

continaeney plan ICIIs In p:ater than a yc&I' oId.and 
establish a dcsipall:d period for future contingency plan 
ICIIs; b) Perform c:oatiftICIICY plan tats on all systems 
with an availlbillty I'Iliq ofhiah; c) Alsip availability 
I'8Iings to all ODNIIystemI on the IC Registry. 

ICCIO 

24 Nov 2009 
(Ul\.n.II"\) RESOLVED for 
R~c) for IC ClO. The IC 
CIOIICES IIlIIed thal only one current 
opentional system hIlS an availability ratina 
ofhip and all othm have been assigned lID 
a lower eatesorY for availability. 
RecommencIatioo can be closed pendina 
ODNI 010 verirlCldion duriag the FY 2010 
FISMA review. 

(U').;rn10) Recommendations a, b, and c,
';"MED for MSC because MSC 
assiped availability I'8Iinas lID its systems, 
establisbed a contingency talina plan for 
tesIs Over a year old, and does not have 
systems rated u "high." 
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0) RESOLVED. 
Reco IionI a, b. and c: 1IR n:solved 
for IC CIO. The IC CIOnCES has pllllll 
and proc:cdum for documenting all 
POAMa, has clcveloped a COI1IIOlicIated 
Shan:Point Bile lhal JIIOvidcB IraCkiIlll and 
_ ID all POAMa by progrem 1IIlIII88cn, 
developcn and IIIIIIlqCIllCIlI and has 

Sa,b,c. '\.-000) The IC CIO lIIId the Dim:tor ofMsc, inc:orporaIcd additional programmatic:
 
within ~~~ys ofthia report, should: a) Develop a
 Ir8c:kina for Ihc completion ofdoc:umcnlcd 
lII1ifonn written plan ofBCtion and milClltonc JlIOCCIIB for . POA&MB. RccommcncIaIion can be clOledICCIO
 
die ODNI; b) Revile their plan ofaction and milcstonc
 pcndiDg validalion wn"lllJe ODNI 010 

DlMSC fY 2010 FISMA review.
 
JIIO.iceted milestone dala, lIIId lII:tuaI complctioo dllcllO
 
liICIIlD illl:ludc dales when itemllll'C placcd·OIIlhe 1_ 

24NoY2009
 
that JIIOII'CSS on die ac:tioIII can be monitored; c:) Review
 ~) CLOSED. Rcc:ommendalicms a 
ellistillll plan ofBCtion and milClltonc Ii... and dclerminc and b lII'C clolOd for MSC 1bat has
 
which iteml can be CIIily remedied 10 they can be dOled.
 CltabJiIhed a W1ifonn written POAM 

process. 

~RESOLVED. 
R lion c is n:solved for MSC 
and can be c:1oeed pcading validation during 
the ODNI 010 fY 2010 F1SMA review ID 
validate lhaIlbc POAMB an: beinl 
reviewed and mnedied. 

(U/~ '0) CLOSED for MSC. which 
~ aQOIIfiguration IIIBIIIII-t 
plan u ofJanllllY 2010. 

ICCIO 
. 6.1. ~ QUO) The IC CIO and the DiRlClDr ofMSC, (U).:n.,0) RESOLVED for IC CIOIICESDlMSC ~~ldinB c:oafisuraliOllllhal meet .wilh;~'t days of lhis report, should jointly develop an 

24 Nov 2009 FDCC RlqUimncnlll but has not yet 
validaled all confll'ftliona, Amicipalcs 
completion by 31 Dec 2010. 
Rcc:ommcndalion can bec:10Ied upon 
rcccipI ofdocumentation of validated 
c:anfiguratlons. 

ODNI configuration IIIIftIl8IIIICIt policy. 
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, I ' l{l'~p()II~lhll' "ll'llll'lIlhl' .... Il'p~ 1.lklll 10\\.11 th
I,l'l'Olllllll'lI( ,111011 

Due D.IIl' I Illpkllll'f1t.lt 1011 

6.2a,b,c. (U~O) The IC CIO. within 120 days of this 
report, should: a) Require the Intelligence Community 
Enterprise Solutions to adopt and implement Federal 
Desktop Core Configuration standard configurations and 
document deviations and security control deficiencies on 
desktops din:c:tly controlled by ODNI; b) Require the 
IlIlelligcncc Community Enterprise Solutions to 
implement FedCl'B1 Desktop Core ConfigulBlion security 
settings into all Windows Xpno and Vista™ dcslctops 
dircd1y controlled by the ODNI. 

ICCIO 

MSC 

24 Nov 2009 
~"'OUO) RESOLVED for MSC because 
~ctors have developtld a configuration 
management policy for MSC. 
Rlx:ommendation can be closed pending 
ODNI OIG FY 2010 FISMA review. 

7.0. ~O) The IC CIO and the Director ofMSC, 
within 90 days of Ibis rcpoIt, should develop an incident 
n:porting policy. 

ICCIO 

DlMSC 

24 Oct 2009 

(U~O) CLOSED. On 10 June 2010, 
ODNI iasued Instrw:tion No. IIS.01, 
"Computer Security Events and Incidenlll" 
that addresses the intent of the 
recommendation. 

8.Ia,b,c. ~UO) The IC CIO and the Director of 
MSC, within 60 days of this report, should: a) Designate 
personnel who have signiflCllnt IIlIponsibilitica for 
information security; b) Develop an ODNI pilot training 
pro8J'llll and plan stI1IIellY to provide the designated 
pcl'SOlDICl with training commensurate with their roles. 

ICCIO 

DlMSC 

24 Sept 2009 

(U)CLOSED. 

8.2. (U/~UO) While accomrnodatins onsoi=F 
operations and allowins time for contract modifications, 
ensure IhIIt contrllCts specify that pcnoMel who have 
sisnifK:8llt responsibilities for infonnation security 
promptly n:c:civc trainins commensurate with their roles. 

ICCIO 

DIMSC 

~) Rl'.SOLVED for ICES. ICES 
stated that it continues to capture and track 
training infonnation for contract and 
government employees. 
In addition. ICES slated that contract 
personnel with signiflC8l\t security roles 
(i.e. C&A staR) are requested to have 
appropriate training prior to hiro; other 
personnel receive regular training 
commensurate with their roles. Within 
ICES the majority of the pcl'SOMel 
performing significant responsibilities for 
information security are contr8c:tors 
Ihcrcfore. c:ontnK;h181 changes an: required 
to include the training and trlICking ofthosc 
personnel. 

(U~O) Until the contracts an: modified 
to include that training requirement, this 
cannot be closed. The CIO stated that it will 
look into doing a contnlCt modification 
because the current contraclll remain for 
another 3 vcars. 
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~UO) RccommcncI8tion CIIII be closed 
upon receipt of'documentation of. conlJac:t 
modifiClllion 10 cIernoIIslratc the 
rcquimlat 10 clll&ll. 

(U) CLOSED for MSC. MSC provided • 
copy of iIB "Pyramid COllirid' tbIt 
addn:saes IICCUnty nini.. 

9.0. ~ UO) The IC CIO Indlho Directllr orMSC,wJ:;"~ of'lbia n:port, abouId fiIIly implemcat III 
rec:GIIIIIIIlJI in tile FY 2008 010 FlSMA report. 

ICCIO 
DIMSC 

24Sep12OO9 

~II:""'''''') CLOSED. The 010 ia cloaina 
~~oabecauae 
implemelllation or.. FY 2008 010 
FlSMA IqIOIt reeommeadaliona is beioa 
II'ICked iodcpcndmdy. 

1.1. :0)1be ADNllCPO, willlin 90'" of'tbia 
report. dcwIop IIId impIemcDt IllIIldanI opeIItina 
procedtna (SOPs) 10 comply wilb JeD 104 rcquiremeDta. 
The ADNIICFO mould develop writta inatJuctiona 
doc:umcDtios tbcir Ipplicable ioIemII ~ Ind 
repetitive adiviliea. 

ADNVCFO 

Dcc:cmber 2009 

(U~""') CLOSED. CFO implemenll:d
SOP"~I"Monitorioa the ExccutioD of 
FuncIa" 011 1Oct 09. 

%.1. (W~. '0)1110 ADNIICFO. wflbln 30 days ofdlia 
n:port, ~ ellablish f'ormaI pidaac:e 10 _ dI8t 
w!Mln Y8riaal:ea fiom IaIJCl CIllll:lltioa J8IelIlnltp'C8ICr 

lbaa lIlPeed upon beacbmarka. the CFO eumioea 
program options 1IId, -IICCCIIII)', ~NIP fiInda 
prior 10 • Cclnpluionllrecesaioa oflboac fimda. 

ADNIICFO 
Oetobcr 2009 

;;;;:.-- --) CLOSED. CFO impJcmcntal
~~F-l "Review Ind AaIIyala or 
the lateDiFJx:e Propam Budset 
Submiaaiona" 01\ 1Ocl 09. 
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I. (U) We rec:ommend lbat!he DireIrtorofNIIimaI 
1IItelliFnce (DNI) i_.wnlllll'ltIIllnIcIIt to !be 
1IItelliacnce ColmUlity (Ie) JlI'OIIOlIIICiIll a1rOIIIllqIpOI't (U) CLOSED. DNllliped memo dated 29DNI J8D20IO. . 
iDlplemeDtaticm, aod requiremellll u idc:alified in ICPG 
for lbe pia ofthe JoiDl Duty I'rogIam, ita coatiDued 

601.01. 

2. (U) We nlCOnuneud that the ONI diRCt IC e1emiDt (U) CLOSED. DNlliped memo dated 29DNIbeads to _sly PIOmote lbe IC Joint Duty ProIJlllll in J8D20IO.their orpaizationl. 

(U) RESOLVED. CHCO il colleeting and 
monitoring data !Tom elementa 011 

compliance, aod will continue to moaitor.
3. (IJ) We rcc:ommend lbat !he OM bold IC element If. CHCO element illIOIH:OIIIJlliant for 2beadlaccountable for JoiDt Duty implementation by conaecutive quarten, then CHCO will
includilll Joint Duty raring facton in their llllllual DNI infonn DIS for JlItinp faetorll to be
performance appraiaaIl and PenonaI Pcrformancc illCOlPOrated. finn lqlOItina occurred in
AgnlementI. J8D2010. CHCO received moat of the 

8ccoIId lJII8IlCr rqIOrting on 10 May and il 
compllilll cIala. 

4. (IJ) We I'CI:OIIUIIIlId du!& the DNI direct ICd_ 
beads to .tablilb policies NqUirina thee JlIOIIOIlld JoIl1t (U) CLOSED. DNllipcd memo dated 29DNI; DIS; CHCODuty auipmeDII be nMewed aod approved by J81120IO.
employccl' tillt-kvcl supervilor and IIlXlIId-IeveI 
mana..... 

(U) CLOSED. CHCO baa clarified !he 
ADNIICHCO JIlIIPCXII ofJoint Duty in aD 1lriefinp in the 

IC lIIId in oIber _ (c... ICOC). 
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, I	 H,I \POII\lilll I 1llIllllli\1 "11'1" 1.11,111 11'11.1/ Ii,
I"1<1111111111< .111<111 

lIllI' 1l,111'	 1IIIpll'Jlllllt"'IOIl 

6. (U) Wo RlCOIIIIIIllIIl thal tbc ADNIfCHCO, in
 
ClOOIdiDation with die ODNI Director'orCommunic:atioua,
 
Cllablieh IIId impJemcm • COIlIpIeheIlli" Joint Duty
 
Prosnm c:orporatc commuaication ItrIIcgy to include:
 

•	 Periodic COIIlIIIUIIicaI to tbo IC, incIudin&­

IlOna, pcnoaaI cxperieaccs, or .,eial apportuaitica.
 (U) CLOSED. Communicationa ItntcIY 

_1Ubmitted aad accepted to ODNI FIOIIt 
articlca. 

ADNIfCHCO, coordinalina with•	 Tcmplalel Cor bnK:buJa, emaillJIllIIa8CI, and 
Dinctor ore-uniI:atioIII Offico 20 Jan 10. CHCO Council meeting 

IIOIes diltribuled after .-tin.. now SOP. 
at:rolIS tbo IC. 

•	 Periodic: town ball meeIiDp and brown ... IICIIIinan 

•	 Mlnotina tools davolopcd by tbo Joint Duty
 
Community oCPr8c:Iice (COP).
 

•	 IC CHCO Council me&tioa minuIa pJe)lUW IIId
 
dialribUlDd to aD IC CHCO Council memben aad
 
aItcmaIca. ' 

7. (U) We nlC:OlIIIIICIIllbat tbo ADNVCHCO tlnel. IIId
 
dillribute to a111C elcmcnta • list ofcollllllODIy
 (U) CLOSED. Taminology JIQIIed on 10ADNIICHCOIIIIdIntood rem., with dcfinitioas, for UIC in Joint Duty webpaae.

Prosnm Y8aIIICY _lB.
 

(U) CLOSED. CHCO does a IIllIU Il1O"8. (U) We n:cOmmend thal tbc ADNVCHCO develap IIId wccIdy from tbo unclaulflod to tbo
deploy .1Oftwan: appIic:atiaa Ibat automaticaUy IIIIM:I cIlIIaiflCll JD wdJIitc. Apul:ies pclIItvacamc:y aIIIlOlIIICllIn )IOIted on lbo unc_iftcd JoiDt c_ftcd Y8aIIICY _mcnIadiNctly
Duty wdJIite to tbc JWlCS Joint Duty webaite. to tbo c:Iaaiftcd webaitc. 

(U~O) RESOLVED. Application 
1001 i. in P.ftlCOtypc build phase with 
lIIItk:ipatcd launc:b of1001 in SCptcmber

9. (U) We recommend thai the ADNllCHCO clcvclop .. 
2010.Ie-widc, autolMted, online applic:alion for Joim Duty ADNIICHCOVlIClIIICies thal_ RlUling duougb tbo applicant'.
 

Joint Duty Program manager and .upcrviIory chain.
 ~O) Recommendation am be closed 
whc:n online appIieation iI func:tional and in 
UIC. 

(U) a.osED. MOO bill been flnaIized10. (U) We nICOlIIIIICIId chat tbo ADNJlCHCO U8C tbo 
IIId posted on tbc Joim Duty Webaite forpbruc "Memorandum oCUndentlDdin... in all Joint ADNIICHCO lIIC.Duty Program ~ to COlIform to leD 601111d ICS 

,601-1. 
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12. (U) We t=lilinutd that the ADNIICHOO institute a 
policy 10 CIIIlIft: allllllllJth u-ition for JoiDl Duty 
J*licipanlB inlO tbc pinilll elcmcnt, to ilK:1ude pre­
uaignment mcetinp with the pinilll elCIIICIIL 
P81tieipanlB should meet with: 

• Their direct .upcrvison 10 dilCUll tbc auipmcnt and 
CXpcctatiOlW. which will form the baail for the 
Memorandum ofUndentandina. 

• HURIID Raoura:a1O fill:ilitalc adminilllrBtiw lIIpCClII 
oftbc auignment <such u compulCI' and IClephonc 
__II and f8cililiea _). 

. ADNIICHoo 

(U) RESOLVED. CHoo hu IIUFVC)'Cd 
the IC u to IIlandanIa that will be 
illllOl'pOOted inlO IIIICS or ICS _ . 

~ RccommencIation can be clolod 
when rcviaion oftbc IIlancIard and/or policy 
rcfICl:lIllllipmcnt u-ition guidclinCL 

13. (U) We RlCIOIIIIIIllIId dud the ADNllCHoo work with 
tbc Joint Duty Community of I'nIcticc (COP) 10 dcveJop 
and promuIptc IC rcinlegnllion beat pnICIiecI and 
timclinca. 

ADNIICHoo 

(U) RESOLVED. CHoo hu.uncyat the 
Ie u 10 .tandlIrdI that will be illCOlJlOl'lflld 
into IIIICS or ICS annex or ICD and ICPO 
re-wrilC. 

~tioncan becloaed 
when revision oftbc IIlancIard and/or policy 
rcfICC1lI auipunent lrIDIilion auidclinea. 

14. (U) We I'CCOIIIIIICIId that the ADNllCHoo I'CqUCIt 
thallC CHoo Council mcmbcn dcaipale alCllior 
H_ Rcaoun:ea officer in their IC elcmcnlllO be 
rcaponlIiblc for the creation and iqllClllClll8lion ofa 
reinIepIIion propun, to include the idcoIifieation of 
IIIilIble Alllow41 aaiJPlDlCllll. 

ADNIICHCO 
(U) RESOLVED. CHoo BCIIl out a 
nqucalto tbc community in Da: 09 and i. 
followinl up on rcaponICI. 

IS. (U) We rcconunend that the ADNllCHoo 
dillCOlltinuc tbc rcquircmeat for an IC eIcmcnt 10 n:port 
quarterly promution data no later than 60 days after the 
IC Personnel Data Repository (PDR) ha reached fUJI 
operational capability and tbc Ie element baa fully 
corqIlicd with 1IlancIard. and daIII aubmiulon 
ftllJIIircmcnll forPDR-orby I October 2010, whichever 
occun IOOncF. 

ADNVCHCO 

I October 2010 ~~.EN.Se¥eralIC e1C111C1111 
lave with the PDR. 
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l{nlJlIlfllllld.llioll 
I{I'~plJll~lhll' l'II'rlll'lll(~) 

l(l"l' (lall' 

"'ll'p~ I .11,1'11 IlJ\\.lrd~ 

1111 pIe Illl' III .tl j () II 

16. (U) We rccommcnd that the ADNllCHCO dewlap 
anti implement a training module to familiarize Joint 
Duty Program Managcra with the plaDned PDR. 

ADNUCHCO (U) CLOSED. m Community ofPractice 
(COP) _ briefed in January 2010. 

17. (U) We recommend that the ADNI/CHCO collect 
data from each IC clement annually to tnlck bonus data, 
comparing Joint Duty Program participants with their 
non-participarn peen. 

ADNUCHCO (U) RESOLVED. CHCO is collecting 
data. 

18. (U) We n:c.ommcnd that the ADNIICHCO study the 
feasibility ofn:imbuncmcnt to Joint Duty participants for 
mileage to assignment locations that exceeds the normal 
diltancc driven to and from their home elements. If the 
...DNUCHCO clctcnnincs that n:irnbuncment for milcaae, 
or other incentives, will enhance participation in the Joint 
Duty Proglml, the ADNIICHCO, in conjunction with the 
ooc, will explOrc administrative anti rqulatorY options 
for implementing such incentives, or, ifnccc:ssary, will 
explore a possible legislative remedy to allow for mileage 
rcimburscmcnL 

ADNUCHCO 
~O) OPEN. OOC and CHCO are 
working on which type of incCntiVCll can be 
IIICCI by the DNI under IRTPA authorities. 

19. (U) We n:commcnd that the ADNllCHCO promote 
usc of the ~ ODNI·fimded Joint Duty positions available 
for the Dcpanmcntal anti Service IC clements through the 
Deputy Executive Conuniuec. IC CHCO Council, anti tbc 
Joint Duty COP to enable the Departmental and Service 
IC elements to backfin for those employees who an: 
approved to take a Joint Duty assignmcnL 

ADNUCHCO 
(U) CLOSED. The ODNI CHCO briefed 
the IC CHCO Council in Sept and Dee 
2009 and the m COP Oct 2009. 
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I~l 'plilJ'dhll I !cllllllt(,j '1( p' 1.11,\11 I Ii" .\1 d,
I~ \ \ , '111111\' I\( 1.111 Ii II 

Ilill 1),lll 11I1(Jllllllllt.lfllill 

(U) RESOLVED. 10 webeite will host in 
20. (U) We recommend lbat the ADNllCHCO: the IdminilltratorB lIeClion an infonnalion 

lIbaringlite. Plans 10 implement ill later• On a semHnnuai or 8IIIIuaI bail, IIIC the IC CHCO 
2010.Council 10 bighlipl and di_ initiatives IIIlld in 

ADNIICHCOimplemcuting Joinl Duly. 
• Develop opportunities, including virtual opponuaitics (D71Jreuo) Recommendation can be elosed

using the Joiat Duty website. 10 broedcut thclIc IIDd once information sharing website is
other innovations IlId initiatives. Bnilable. 

----------------------j-<b)(Sl 
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, I I j{, 'p"lI,tlJl, I 1,llItlll('1 '-I< I)' 1,11"'11 1'1\\ lid,
I",Ollllll( II( ,I 11111 ' 

DII,I),lt,' IllIphlll'Ilt.ltiOIl 

(Ul1F~) 1-3. We NCOIIIIlICIId chat wilbin 120 da,. or 
Ibis report, tbe ODNJ CoqIlroller develop a . ODNJ Comptroller (tJ7m)u0) CLOSED. 010 ra:eivcd
IlUltaiDahility pIu to CIIIUIe chat core fimctiool ~ 8111taiDlbility pllll on 3 JuDe 2010 that20M8y2010identificd8Dd c:III be -mwoed 10 perform timely 8Dd 

meetB die inlalt ordie l'CCOIIIIllCIIdon.
repealable nWT 1ICCllUIIl_i1iatioas 8Dd to filcJlitate 
JlI08RlII towmIllIdiIIbIc ftnInciIllt8tcmenIlI. 

~O) 3-1. We recommend chat witbiD 120 da,. of' (011f9UO) CLOSED. OIG receivalDirector, MSCthi, report, die ODNI DinIctor orthe Mialioo Support FMFIA plm on 3 June 2010 chat _the
Ccater CI1lIb1iab a plm to co",,1y with fMFIA 20 May 2010 iJdaIt oflhe recommeodaIioa.
e:enilic:adon requitemenll for FY 2010; 

(U~UO) The IC CIO bas been 
cummins aItemltives in light ofOMS', 
changes in FISMA reporting policies 8Dd 
methocIolosies. The IC 00 establi.hcd 

I.a. (U//trQuo) The IC 00 IheJI establish definitive 
mctrica for the CIOI of..cncieI wilb IIIdionalllCCUrity 
I)'SICnIIIIIIdcr the DNJ', purview 10 UIC 10 perform lheir 
FY 2010 FISMA reviewa. ICCIO 

F1SMET worting 8'OUJI to 8ddnlss 
FY 2010 ehallengc:a, devcIop community 
hA:onunelldatiol1l for tho IC CIO on 
FY 20I0 FISMA lUIIIUlII reportinS proeeII, 
8Dd addn:ss other FISMA-elated 

I.b. (t17I'FQ.UO) The IC CIO shaD inform OMB orlhe IC 10 July 2010 ehalleaga.
CIO', decision 10 provide definitive illllnlctions for lhe 
IC agau:iellO UIC 10 perform their FY 2010 F1SMA 
reviews. (\111PQUO) Olx:c: the OMS's FY 2010 

FISMA iutruetiOl1l an: finalized, the IC 
00 will advise OMS ofill decision 
COIIecming inIItruetiOl1l for die IC for ill FY 
2010 F1SMA review. 

2 This report was finalized on 25 June 2010. The implementation deadlines have not yet passed. TherefOR, these 
recommendations are not included in the total number of010 report recommendations. 
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!{l (0111111( 11<1.111'111 
I{( "p')II\1lJk I IlllIllIll'-) 

1l1ll'1);II(' 

(UI 0) The IC CIO establlahed 

.... (lil" l.t1dll 101l,lllh 

Illlpllllll'lIt,I(1II11 

• 
2.1.~) The IC CIO .....I inform agencies willi 
inll:lligcnce systems WIder the DHI's purview about how 
the IC agencies will receive lhcir FY 2010 FISMA 
illllrUctions aDd how Ihcy arc to submit their FISMA 
repone. 

ICCIO 

10 July 2010 

FlSMET WOIling group to add...FY 
2010 ehallenp, develop commWlity 
I'llllOmmcndations (or the IC CIO on FY 
2010 FlSMA annual reporting process, and 
add... other FISMA-JdaII:d challenps. 
Once developed IIId approved, OMB will 
be advitcd o(dIe IC CIO's daciaion. 

2.2 (U~O) The IC CIO shall cstabliah a dclaiI plan o( 
action IIId milcslDDClllCCC8llll)' (or developing IIId 
implementing a elauificd version ofCybcrScope for 
purposes ofCY 20 \I FISMA Rlporting. 

ICCIO 

IOOct2010 

~UO)ICIA contacted ICES to begin a 
lOChnK:allV¥iow ofdie CybcrScope 
compliance tool. ICiA IIId ICES will 
develop die appropriaIc plans to guide die 
deploymcnt procesa IIId _1ft the tool can 
meet the scc:urity needs o(thc IC. 

3.2. (U~) The IC ClO shall identify in III anauaJ 
consolidated FY 2010 FlSMA report illltallccl in which 
the IC agencies are not complying with IC CIO pidancc 
IIId the jllltificatiOl1l (or the CllCCJldons. 

ICCIO 

Beginning willi Ibc FY 2010 FlSMA . 
reporting cycle 

(l I 0 l 0) "I \ Il " 0 I 0 I< I H I PO HI" (2 tltl '"7 - 2tl J tl) 

HI (O\l\J1 '\1> \ 110'\" 

Total Closed Resolved Open* 
Recommendations* (lY.ofTotal) (ey. of Total) (ey.ofTotal) 

e(U) Does not include the four 010 recommendations from the June 2010 report, l~reDSlng tile Value o/the 
IntelUgence Com"""';ty's FeikTall,,/ormation Security Management Act Reports, for which the implementation 
deadline bas not yet passed. 
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(U) Report Waste, Fraud, Abuse, or
 
Misconduct
 

(U) To report allegations ofwaste, fraud, abuse, or misconduct in the ODNI 
or ic agencies, contact: 

Office of the Inspector General
 
Office of the Director ofNational Intelligence
 

Investigations Division
 
Washington, DC 20511
 

Commercial: (703) 482-4955 

(U) For additional copies of this'or other ODNI OIG reports, contact: 

Office of the Inspector General
 
Office of the Director ofNational Intelligence
 

Washington, DC 20511
 

Commercial: (703) 482-4955
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